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PyKkoBoZAcTBO No pa3paboTke nnaHoB obecneyeHmsa 6esonacHocTn ansa dpesepanbHbix UC

OT4yeTbl N0 TEXHONOrNAM KOMMNbIOTEPHbIX CUCTEM

NabopaTopuma MHGOPMaLMOHHbIX TexHooruii (ITL) B HauMoHaNbHOM MHCTUTYTE CTAaHAAPTOB M TEXHOIOTUIA
(NIST) npoaguraeT ameprKaHCKy0 3KOHOMMKY M obuee 61arococToaHne, obecneymBas TeEXHUYECKOe
NN[epcTBo ANA HaLMOHaNbHOM MHPPACTPYKTYPbI U3MEPEHUI U cTaHZapTOoB. ITL paspabaTtbiBaeT TecTbl,
MeTOZbl UCMbITaHWUN, CNPABOYHbIE AAHHbIE, OCYLLECTBAAET NOATBEPKAEHNA KOHLLENLMIA peannsaumm un
TEXHUYECKMUN aHaNM3, YTOObl NPOABUHYTbL Pa3paboTKy M NPOAYKTUBHOE MCNOAb30BaHME MHPOPMALMOHHbIX
TexHonornin. 06asaHHOCTM ITL BKAtOUALOT pa3paboTKy ynpaBaeHYeCKUX, aaMUHUCTPATUBHbIX, TEXHUYECKMX U
$U13MYECKMX CTaHAAPTOB U PYKOBOACTB ANA obecnedyeHna peHTabenbHOM 6e30MacHOCTU U NPUBATHOCTU
MHPOPMaLMKN He CBA3AHHOM C HALMOHaNbHOW 6e30MacHOCTbO B deaepanbHbIX MHGOPMALMOHHbIX
cuctemax. CneumanbHole Mybamkaumm 800-cepum cogepKaTt MHPOPMaLMIO OTHOCUTENbHO UCCNEeL0BaHMM
ITL, pyKoBOACTB W YCUNIUIA, HanpaBNEHHbIX Ha NOBbILLEeHNEe 6€30MNacHOCTU MHGOPMALMOHHbIX CUCTEM, U ee
COBMECTHbIX paboT € OTPaCAAMMU, NPABUTENBCTBOM U aKaZEMUYECKMMU OPraHM3aLUAMK.
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MonHomouunna

3TOT AOKYMEHT 6b1n pa3paboTtaH NIST B COOTBETCTBUM C €ro 06A3aHHOCTAMM, YCTAaHOBNEHHbIMM COT/TACHO

3aKoHy 06 ynpaBneHMn 6esonacHoCTbio peaepanbHOn MHPopmMaLmm ot 2002r., ObLLecTBEHHbIN 3aKoH (P.L).
107-347.

NIST oTBeTCTBEHEH 33 Pa3paboTKy cTaHAapPTOB MHPOPMALMOHHOM 6e30MacHOCTM U PYKOBOACTB, BK/IOYasA
MWHUMaNbHble TpeboBaHMA g obecneyeHUa COOTBETCTBYOLWEN MHGOPMaUMOHHOM 6e3onacHoCTH s
[EeATEeNbHOCTM M aKTUBOB BCEX AareHTCTB, HO Takue CTaHAaPTbl U PYKOBOACTBA HE A0/1XKHbI MPUMEHATLCA K
CUCTEMAM HaLMOHA/IbHOM 6€30NacHOCTU. ITO PYKOBOACTBO HEMPOTUBOPEUNBO C TpeboBaHnAMMK LinpKynsapa
A-130 MuHuctepctea ynpasneHus u 6roaxketa (OMB), Pasgen 8b (3), ObecneueHune 6e3onacHoOCTU
MHPOPMALMOHHbBIX CUCTEM AareHTCTB, Kak yKa3zaHo B A-130, MpunoxkeHue IV: AHaNN3 KNKOYEBbIX Pa3aenos.
JononHuTtenbHas nHpopmauma npegoctasneHa B A-130, MpunorkeHue .

3To PyKOBOACTBO 6bl/I0 NOArOTOBAEHO A1 UCNONb30BaHMA dpegepanbHbiMKM areHTCTBammn OHO MOXKET BbiTb
MCNo/ib30BaHO Ha A06POBOJIbLHON OCHOBE HEMPABUTEIbCTBEHHBIMMW OPraHM3aLMAMM M 3TO He NonagaeT no
JAeicTBue aBTOpPCKOro npaea. (YnomuHaHme npmeeTcTBoBanoch 6bi NIST).

HuuTo B 3TOM NY6AMKaLMM HE JOMKHO UCMOIb30BATbCA B NPOTUBOPEYME CO CTaH4APTaMM U PYKOBOACTBAMM,
onpegeneHHbIMU MUHUCTPOM TOProB/AN B COOTBETCTBUE C €ro 3aKOHHbIMU NONHOMOUYMAMM KaK
obAsaTenbHble ana penepanbHbiX areHTCTB. TaKkkKe, 3TO PYKOBOACTBO HE A0/IKHO ObiTb MHTEPNPETUPOBAHO
KaK M3MEHEHMEe NN 3aMeHA CYLLECTBYIOLMX NONHOMOYMIA MuHUCTpa Toproeau, Aupektopa OMB nau
KaKkoro-imbo apyroro ¢peaepasbHOro A0J/I}KHOCTHOMO Anua

HeKoTopble KoMMepUYEeCcKme CyLLLHOCTU, 060pyaA0BaHNE UM MaTepKnasbl MOryT BbiTb
NAEHTMOMLMPOBAHbI B 3TOM JOKYMEHTE, YTOBbl ONMUCaTb IKCMEPMMEHTA/IbHYIO MPOLLeAYPY Wan
KOHLEMNLMIO COOTBETCTBEHHO. Takaa naeHTMduKauma He npeaHa3HayeHa, 4tobbl 03HayaTb
pekomeHaaumo nam oaobpeHme HauMOHaNbHOIO MHCTUTYTA CTaHAAPTOB M TEXHONOMMIA, @ TaKXKe 3TO
He npeAHasHa4YeHo, YyTob6bl 03HaYaThb, YTO CYLLHOCTM, MaTepuasbl Uan 0bopyaoBaHue - obsa3aTesibHO
Hau/ydllee MMeloLLEecs No npeaHasHayYeHuo.
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bnarogapHocTu

HauMoHanbHbIA MHCTUTYT CTAaHAAPTOB M TEXHOOIMIA X0TeN H6bl nobnarogapuTb aBTopos ucxogHoM NIST
CneumanbHol Nybnamkaummn 800-18, Pykosodcmeo no paspabomke naaHos obecneyeHus 6e3onacHocmu
0018 cucmem UHGPOPMAYUOHHbLIX mexHos02ull. OpUrMHAN AOKYMEHTA MCNOJIb30BasICA B KQYECTBE OCHOBbI AJ1A
3ToM Bepcuun. [lononHUTeNbHO, cnacnbo scemy nepcoHany NIST, KoTopblii npocMmoTpen u
NPOKOMMEHTUPOBAJ LOKYMEHT.
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Pe3lome

LUenb nnaHmMpoBaHus obecneyeHuns 6€30MacHOCTM CUCTEMbI COCTOUT B TOM, YTOObI YIYYLIUTD 3aLLMUTY
pecypcoB MHGOPMaLMOHHOM cuctembl. Bce peaepanbHble CUCTEMbI UMEIOT HEKOTOPbLIN YPOBEHb
YYBCTBUTENIBHOCTM M TPEOYIOT 3aLMTbI, KaK YaCTb XOPOLLEN NPAKTUKM YNPABAEHUSA. 3alLMTa CUCTEMbI LOIKHA
6bITb 3340KYMEHTMPOBAHA B NJ/1aH obecneyeHna 6e3onacHoCTU cuctemol. Haanume nnaHos 6€30NacHOCTM
cuctemsl - TpebosaHue LiMpkynapa A-130 MuHucTepcTBa ynpasaeHus u broaxketa (OMB), "YnpaBneHue
pecypcamu dpeaepanbHoit MHPopmaumu," Mpunoxenue lll, "besonacHocTb PpeaepanbHbIX aBTOMATU3UPOBAHHbIX
MHPOPMaLMOHHBIX pecypcos," n Pasgena lll 3akoHa 06 21eKTPOHHOM NpPaBUTENbLCTBE, HA3BaHHOrO 3aKOH 06
ynpasneHun 6esonacHocTbio PegepanbHoit MHopmaumm (FISMA).

HasHauyeHue nnaHa obecneyeHus 6e30nacHOCTU CUCTEMbI COCTOUT B TOM, YTOBbI 0becneuntb 0630p
TpeboBaHMI1 6e30MacHOCTN CUCTEMbI U ONUCATb CyLLECTBYIOLME Mepbl 6@30MacHOCTM AKX NAaHUPYeMble ANs
yO0BNETBOPEHUA NpeabABAeHHbIM TpeboBaHnAM. MNnaH obecnedveHna 6€30NacHOCTM CUCTEMbI TaKKe
ouyepumBaeT 0683aHHOCTU U OXMAaeMoe NoseeHne BCex NoAel KTo MMeeT A0CTyn K cucteme. MNnax
obecneyeHuns 6e30MacHOCTU CUCTEMbI LO/IKEH PACCMATPUBATLCA KaK AOKYMEHTUPOBaHMNE
CTPYKTYPMPOBAHHOIO NpoLecca NJaH1MpoBaHUA afleKBaTHOTo, peHTabenbHoro obecneyeHms 6esonacHoCTH
cuctembl. OH AO/IKEH OTPaXKaTb y4acTUe Pas/IMYHbIX MeHeaKepoB ¢ 06A3aHHOCTAMM B OTHOLLEHMM CUCTEMDI,
BK/IIOYAA BAagebLeB MHPopMaLun, Bnagesbla CUCTEMbI U BbICLLETO COTPYAHMKA No MHGOPMaLMOHHOM
6e3onacHocTu areHTcTea (SAISO). lononHUTeNbHasA MHGOPMALMA MOXKET BbITb BK/OYEHa B OCHOBHOW MN/1aH B
CTPYKTYpe u dopmaTe, COOTBETCTBYHOLLMM NOTPEBHOCTAM areHTCTBa, KOraa OCHOBHbIE pa3aesibl, ONMcaHHbIe B
3TOM ZIOKYMEHTE, COOTBETCTBEHHO OXBaY€eHbl Y NOAFOTOB/IEHbI.

B COOTBETCTBUM C NNaHAMM, aeKBATHO OTPaXKaloLWMMM 3aLLMTY PECYPCOB, BbiCLLee pyKoBogsllee
OOJIKHOCTHOE /IMLLO AO/TIKHO CaHKLMOHMPOBATb NpUMeHeHMe cuctembl. CaHKLMOHNPOBAHME CUCTEMbI Ha
06paboTKy MHPOPMaLMK, NPeaOCTaBAAEMOE PYKOBOAALMM AO/IKHOCTHBIM JIMLOM, AB/IAETCA BaXKHbIM AN1A
ynpasneHus Kayectsom. CaHKUMOHMUPYA 06paboTKy B cUcTeMe, pyKOBOAMTE b NPUHUMAET CBA3AHHbIN C 3TUM
PUCK.

CaHKUMOHUPOBaHME PYKOBOACTBOM A0/KHO BbiTh OCHOBAHO Ha OLIEHKE YNpaBAeHYECKUX, IKCNIYaTaLMOHHbIX
N TeXHUYECKUX mep 6esonacHocTu. Tak Kak nnaH obecneyeHuns 6e3onacHOCTU CUCTEMbI YCTaHABAMBAET U
OOKYMEHTUpPYeT mepbl 6€30NacHOCTU, OH A0/KeH chOopPMMPOBaTb OCHOBaHME A8 CaHKLMOHUPOBaHUA,
AOMNONHEHHOE OTYETOM 06 OLeHKe 1 NaHOM AeNCTBUIA U BeX. Kpome Toro byayliuemy CaHKLMOHMPOBaHUIO
OOJIKEH Tak»Ke cnocobCcTBoBaTh NepMoanYecKoe paccmoTpeHne mep 6e3onacHoCcTu.
MepecaHKUMOHNPOBaHME A0/IKHO NPOUCXOAUTb BCAKUIA Pas, KOraa ecTb CyLLLeCTBEHHble MU3MeHEeHUA B
npouecce 06paboTKK, HO, MO KpaliHel Mepe, Kaxdple TpU roaa.
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1. BBegeHue

CerogHAwWwHAA BbICTPO M3MEHAOLWAACA TEXHMYECKanA cpesa TpebyeT, uTobbl denepasnbHble areHTCTBa
NPUHAIN MUHUMaNbHbIA Habop mep 6e3onacHOCTH, YTOObI 3aWUTUTL MX MHOOPMALUMIO U MHGOPMALMOH-
Hble cuctembl. PegepanbHblii cTaHAapT 06paboTkm MHPopmauymm (FIPS) 200, MuHumaneHele mpeboaa-
Husa 6e3onacHocmu 014 ¢hedepanbHOl UHGOPMAUUU U UHGPOPMAYUOHHbIX cucmem, onpenenser MMHU-
MasibHble TpeboBaHMA 6e30nacHOCTM ana deaepanbHOM MHGOPMALUN M MHGOPMALMOHHbBIX CUCTEM B
CEMHAALATH CBA3aHHbIX C 6e30nacHOCTbio 06nacTax. esepanbHble areHTCTBa A0JIXKHbI BbINOAHUTD
MUHUMa/IbHble TpeboBaHUA 6e3onacHocTu, onpeaesieHHble B FIPS 200 ¢ nomolpbto mep 6e3onacHoCcTv B
CneunanbHom Mybamkauum NIST 800-53, PekomeHdyemble mepbl be3ornacHocmu 015 ¢hedepasibHblx
uHgopmayuoHHbIx cucmem. NIST SP 800-53 cofep*KUT yrnpaBaeHYeCKne, SKCNayaTaLMOHHbIE N TEXHU-
yecKkue mepbl 3aWUTbl UM KOHTPMEPDI, NPeAnucaHHble 411 MHGOPMALMOHHBIX cucTeM. BbibpaHHbIe nan
naaHWpyemble Mepbl 6€30MacHOCTM AO/KHbI ObITb 3340KYMEHTMPOBAHbI B NMJ1aH obecrneyeHmn
6e30nacHOCTN cucTeMbl. HacTosawwmin AOKYMEHT faeT npeacTtasneHne degepasibHbiM areHTCTBam O TOM,
KakK pa3pabaTbiBaTb NaaHbl obecnevyeHns 6esonacHoOCTN ana pegepanbHbiXx MHPOPMALMOHHbBIX CUCTEM.

1.1 ®oH

Pasgen lll 3akoHa 06 INeKTPOHHOM MPaBUTE/IbCTBE, HAa3BaHHbIM 3aKOHOM 06 ynpasieHUn
6e3sonacHocTblo PeaepanbHon HPopmaumm (FISMA), TpebyeT, uTobbl Kaxkaoe deaepanbHOe areHTCTBO
pa3paboTano, 3a40KYMEHTUPOBAJIO U Peann3oBasio obLyto gas areHTcTBa NporpaMmmy MHGOPMaLNOH-
HoW be3onacHocTM No obecnevyeHno MHPOPMALMOHHOM Bbe3onacHOCTU MHPOopMaLUM U MHPOPMALMOH-
HbIX CUCTEM, KOTOpble NOAAEPKUBAIOT AeATE/IbHOCTb M aKTUBbI areHTCTBA, BK/toYas obecneynBaembie
WK ynpasBafaemble ApYrMm areHTCTBOM, NOAPAAYMKOM UAN APYTMM MCTOYHUKOM. [TnaHnpoBaHue
obecneyeHns 6€30NacHOCTU CUCTEM ABNAETCA BaXKHOM paboToi, KoTopas NoAAepPKMBAET KUSHEHHbIN
LMKA pa3paboTku cuctem (SDLC) n AoNKHO KOPPEKTUPOBATLCA, MO MEPE TOro, KaK cobbITMA B cucTeme
MHULMNPYIOT NOTPEBHOCTb B HOBOM peAaKkumnm, YTobbl TOYHO OTPA3UTb aKTyas/lbHOE COCTOSIHUE CUCTEMBI.
MnaH obecneyeHns 6e30MacHOCTM CUCTEMbI NPeaoCcTaBAAEeT CBOAKY TpeboBaHUI 6e3onacHOCTM Ans
MHGOPMALMOHHOW CUCTEMbI M OMUCHIBAET CYLLLECTBYIOLLME UK NaHUPYyeMble Mepbl 6e3onacHoCcTy ans
YO0B/IETBOPEHUA 3TUM TpeboBaHMAM. [NaH MOXKET TaKKe CCbIaTbCA Ha APYrMe KAYeBble, CBA3aHHbIE C
6e30NacHOCTbIO JOKYMEHTbI AN MHPOPMALMOHHON CUCTEMbI, TAKME KaK OLeHKa CTENEHU PUCKa, NnaH
OENCTBUIM 1 BEX, JIOKYMEHT C pelLleHMeM Nno aTTecTaumnu, oueHKa BO3AeNCTBUA Ha NPUBATHOCTb, NAaH
OEeNCTBUIM Npun HenpeaBnAEeHHbIX 06CTOATENbCTBAX, NNaH YNpPaB/ieHUA KOHOUTypaLmein, KOHTPOJIbHbIe
CNUCKKN KoHUrypauumn 6e30nacHOCTU U cornalleHns 0 B3aMMOCBA3M CUCTEM, KaK COOTBETCTBYIOLLE.

1.2 Uenesas ayguropua

PykoBoAMTENN NPOrpamm, BNAAENbLLbI CUCTEM M NEPCOHaN cayKbbl 6e30nacHOCTU B OpraHmM3aumnm
OOJ/IKHbI MOHMMaTb Npouecc NAaHMPOoBaHMA obecneveHnn 6e3onacHOCTU cucTemMbl. Kpome Toro,
nosib3oBaTes I MHGOPMALMOHHOM CUCTEMBI U OTBETCTBEHHbIE 33 onpeaeneHune TpeboBaHUi K cucteme
O0J/IKHbI BbITb 3HAKOMbI C NPOLLECCOM MNIaHNPOBaHMA obecrnevyeHns 6e30NacHOCTU CUCTEMBI.
OTBeTCTBEHHbIE 32 peanm3aumio 1 ynpasieHne MHPOPMaLMOHHBbIMU CUCTEMAMM 0/KHbI y4acTBOBaTb B
onpeaeneHnn mep 6e30NacHOCTM, KoTopble ByayT NPUMEHEHbI K UX cUCTEMaM. ITO PYKOBOACTBO
npeaocTaBAseT OCHOBHYIO MHGOPMALMIO O TOM, KaK NoAroToBUTb N1aH obecneveHns 6e3onacHoCTH
cUcTeMbl U pa3paboTaHo, YToObl ObITb NPUMEHMMbIM BO MHOXECTBE OPraHU3aLMOHHbIX CTPYKTYP U
MCNONb30BaTbCA B KAYeCTBe CNPaBOYHOM MHOPMALUKM TEMU, KOTOPbIE HECYT OTBETCTBEHHOCTb 3a
0eATeNbHOCTb, CBA3AHHYIO C NaHUMpoBaHnem obecneveHus 6esonacHoCTH.

1.3 OpraHm3auma fOKYMeHTa

dTa nybAMKauma npeacTasaseT pag AeNcTBUIA U KOHUENUMiA, 4Tobbl paspaboTtaTh naaH obecnedyeHus
6e30nacHOCTM MHOOPMaLMOHHOM cucTeMbl. KpaTKoe onucaHue cogepskaHusa nybankaumm:
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e [naea 1 coaepKUT BBOAHYH MHPOPMALLMIO, OTHOCALLYIOCA K MpoLLeccy NJaHMpoBaHus
obecneyeHns 6€30MacHOCTU CUCTEMDbI, LLeIEBYIO ayaUTOPUSA, MHPOPMALLMIO OTHOCUTE/IbHO
FIPS 199, CmaHdapmei no kamezopuposaHuto bezonacHocmu gedepansbHoli uHgopmayuu u
UHPOPMAYUOHHbLIX cUCMeM, 0b6CyKAEHNE Pas3IMYHbIX KaTeropuit MHPOPMALLMOHHBIX CUCTEM,
naeHTMduMKaLmio cesazaHHbIX Nybamkaumii NIST n onmcaHue ponei n 06s3aHHOCTEN,
MMEIOLLMX OTHOLLEHWE K pa3paboTKe nnaHoB obecneyeHnn 6€30MacHOCTU CUCTEMDI.

e B lnase 2 obcy:KOaeTcs, KaK areHTCTBa A0JIXKHbI NPOaHaM3MpoBaTb 060pya0BaHMeE CBOEM
MHDOPMALMOHHOM CUCTEMBI B MPOLLECCE YCTAHOBIEHUS MPaHUL, cUCcTeMbI. B Helt Takke
obcyKaaetca naeHTMdmMKauma obwmx mep obecnedyeHms 6€30MacHOCTM U PYKOBOACTBO MO
YYETY rpaHmL,.

e [naea 3 npoBOAUT YNTaTeNA NO Waram pa3paboTku naaHa obecneyeHns 6e3onacHOCTH
CUCTEMbI.

e [IpunoxceHue A cogepuT WwabsoH niaHa obecneyeHna 6€30NacHOCTM CUCTEMDbI.
e [IpunoxceHue B coaepK1T IOCCApUn TEPMUHOB U ONpeaeeHuns.

e [IpunoxceHue C cOAEPKUT CCbIZIKW, KOTOPbIE NOAAEPKMBAIOT 3Ty NyBAMKaLMIO.

1.4 PeecTp cuctem u ctaHAapTbl 06paboTku pepepanbHomt nHpopmaumm (FIPS 199)

FISMA TpebyeT, uTobbl y areHTCTB 6b1/1 peecTp MHPOPMALMOHHBIX cucTem. Bce MHGOpMaLMOHHbIE
CUCTEMbI B peecTpe A0/KHbl ObITb MPOKaTeropmMpoBaHbl, ncnonbya FIPS 199, Kak nepsbIit War B
OeATeNbHOCTM MO NAaHNPOoBaHMIO obecneyeHma 6€30NacHOCTN CUCTEM.

FIPS 199 sBnsieTca 06A3aTeIbHbIM CTaHAAPTOM, KOTOPbIN UCNOb3yeTca Bcemu deaepasibHbiMm
areHTCcTBamM, YTobbl KAaTErOPUPOBaATb BCIO MHDOPMALMIO U MHPOPMALIMOHHbBIE CUCTEMBI,
NpUHaaaeXxKalme uam ConpoBOXKAaeMble HENOCPEACTBEHHO UM OT UMEHW KaXKL0r0 areHTCTBa,
OCHOBbIBaACh Ha Lenax obecneyeHnsa COOTBETCTBYOLWMX YPOBHEN MHPOpMaLMOHHON 6e3onacHocTH
cornacHo Bo3sgenctemuam. CTaHAapTbl KaTeropuposaHua 6e3onacHocTy Ansa MHpopmaumm 1
MHOOPMALMOHHbBIX CUCTEM 06ecrneunBaloT obLine 0CHOBbI U MOHUMaHWE ANA onpeaeneHns
6e30nacHOCTH, KoTopble, ansa deaepanbHOro NpaBUTeNbCTBa, cnocobeTyoT: (i) addeKkTMBHOMY
ynpaBAeHWo U HaA30py 3a Nporpammamm MHGopmMaUMoHHOM 6e30nNacHOCTK, BKAOYAsA KOopAMHaLUMIO
YyCUAN No MHPOPMaLMOHHOM 6e30MacHOCTM B COOBLLLECTBAX IParKAaHCKOro CeKTopa, HalMOoHa IbHOM
6e30nacHOCTU, NOArOTOBIEHHOCTU K YUpe3BblYaHbIM CUTYaLUAM, 6@30MacHOCTM OTeYeCTBa U
obecneyeHuns npaBonopsaaka; 1 (ii) cosgaHnio HeNpPoTUBOPEUNBbIX OTYETOB MUHUCTEPCTBY YNpaBAeHUA U
6roaxketa (OMB) 1 KoHrpeccy no cooTBeTCTBUIO U 3P HEKTUBHOCTU NOAUTHK, NpoLeayp U METOAO0B
obecneyeHnA MHGOPMaLMOHHOM Be3onacHOCTM.

1.5 MnaBHble NpunoXKeHUn, cuctembl 06LLelt NoaAepKKU U BTOPOCTENEHHbIe NPUI0XKeHUA
Bce MHOPMALMOHHbIE CUCTEMbI A0JIXKHbI ObITb OXBauyeHbl NJ1aHamMK obecneyeHns 6€30NacCHOCTM CUCTEM
1 onpeaeneHbl, Kak rMaBHble NPUIOKEHUA MK cUCTEMbI 0BLLEN NOAAEPKKM.? KOHKPETHbIe NaHbl

1 Umprynapa OMB A-130, Npunoxkenue lll, onpegensert rnaBHoe NPUNONKEHNE KaK NPUIOXKeEHUe, KoTopoe TpebyeT ocoboro
BHMMaHUA K 6@30MacHOCTN BCAeACTBME BE/IMYUHDBI PUCKA U Bpeaa, CleayoLwWwero 3 notepu, HenpasuibHOro ynotpebnexuns nam
HECaHKLMOHMPOBAHHOTIO A0CTYNa K A moanduKkaumm tHGopMaLumn B NPUIOKEHUN.

2 Unpkynsapa OMB A-130, MpunoskeHue lll, onpegenser cuctemy obuieit NnoaaepKku, Kak ob6begmHeHHbIN Habop
MHPOPMaLMOHHBIX PecypcoB nog obWwum ynpasieHnem, KOTopble COBMECTHO NPeAoCTaBAAOT 06wy GYHKLUMOHANBbHOCTb. ITO
06bIYHO BK/IOYAET annapaTHble CPeacTBa, NporpaMmHoe obecneyeHune, MHGOPMaLMIO, AaHHblE, MPUIOKEHWUA, KOMMYHUKaLUK
u noaen.
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obecneyeHmna 6e30MNacHOCTM CUCTEM BTOPOCTEMNEHHbIX MPUNOXKEHUI® He TpebytoTca, NOTOMY YTO Mepbl
6e30nacHOCTU ANA 3TUX NPUNOXKEHWUI, KaK NpaBKao, obecrneymBatoTCs CUCTEMOM 0bLLel NoaaepKKN UIn
rNaBHbIM NPUIOXKEHUEM, B KOTOPOM OHM paboTatoT. B Tex cnyyasx, Koraa BTOpocTeneHHoe NpUaoKeHue
He COeAMHEHO C INaBHbIM MPUIOKEHMEM UIN CUCTEMOM 06LLLEN NOAAEPIKKN, BTOPOCTENEHHOE
NPUNOXKEHNE [O/IKHO BbITb KPaTKO OMMCaHO B N/1aHe cMCTeMbl 06LLei NoaaepX KM, KoTopaa MMeeT UK
obuiee pu3mMyecKkoe pacnosioKeHUe Unm NoAAEPHKMBAETCA TOM Ke CamMoi opraHM3aLme.
JononHuTtenbHaa nHpopmauma npuseseHa B Mnase 2.

1.6 [pyrue cBasaHHble ny6auKauum NIST

YT106b1 paspaboTaTh NiaH obecrneyeHmn 6e30NacHOCTU cUCTEMbI, HEO6X0AMMO BbITb 3HAKOMbIM CO
CTaHZapTamm obecneyeHus 6esonacHocT n pykosoacteamu NIST. BaxkHO, 4TOObl N0Nb30BaTENIN 3TOM
ny6AnKauMm noHMmanm TpeboBaHNA U METOL010TUI0 KaTeropupoBaHMa MHGOPMALLMOHHbIX CUCTEM,
KoTopble onucaHbl B NIST FIPS 199, TaK e Kak 1 TpeboBaHMA N0 MUHMMAIbHbIM Mepam 6e3onacHoCTH
ONA KOHKPEeTHOM cuctembl, Kotopble onncaHbl B NIST SP 800-53, PekomeHdyembie mepol obecrieyeHus
b6e3onacHocmu 015 ¢hedepanbHbiX UHGPOPMAYUOHHbIX cucmem, n FIPS 200, MuHumasnsHelie mpebosaHus
rno 6esonacHocmu 05 ¢hedepanbHOl UHGOPMAYUU U UHGHOPMAYUOHHbIX CUCMEM.

Opyrumm kntodesbimu nybnmkaumamm NIST, HenocpeaCTBEHHO NOAAEPHKMBAOLWMMM NOATOTOBKY NAAHa
obecneyeHusa 6esonacHocTtu, asaatoTca NIST SP 800-30, Pykogsodcmeo no ynpasseHuro puckamu 0415
cucmem uHgpopmayuoHHbix mexHonoauli n NIST SP 800-37, Pykoeodcmeo o oyeHke 6e3onacHocmu u
ammecmayuu gedepasnbHbix UHHOPMAYUOHHbIX cucmem. Bce AOKYMeHTbl MOTyT ObITb MOlyYeHbl Ha
BebcaliTe PecypcHoro LeHTpa KomnbiotepHoi 6esonacHoctn NIST B: http://csrc.nist.gov/.

1.7 O6a3aHHOCTK NO NAaHy ob6ecnevyeHnA 6€30NacHOCTU CUCTEMbI

AreHTCTBa [O/IKHbI pa3paboTaTb NOJIMTMKY MO NpoLEeccy NaaHMpoBaHua 6e3onacHoCTU cucTembl. MNaaHbl
obecneyeHns 6€30NacCHOCTM CUCTEM ABAAIOTCA KMUBbIMU AOKYMEHTaMM, KOTOPbIE TPebyOT
nepuogmMyYeckoro nepecmoTpa, MogndumKaLmm U N1aHUPOBAHUA AEUCTBUIA U BEX AR TOTO, YTOObI
peanu3oBaTb Mmepbl 0becneyeHna 6e3onacHocTu. Mpoueaypbl AONKHbI KOHKPETHO ONpeaensTb, KTo
paccmaTpuBaeT NaaHbl, NoAAEPKMBAET NAaHbl aKTya/lbHbIMUW U Pa3BUBAET 3an1aHUPOBAHHbIE MepbI
6e3onacHocTu. Kpome Toro, npouenypbl 40KHbI TPe6OBaTb, YTOObI NAaHbl obecnevyeHns 6Ge3onacHoCTH
cuctem b6b11n pa3paboTaHbl U PAacCMOTPEHBI A0 HAYana NpPoLecca oueHKN 6e30MacHOCTM M aTTecTaumuu
cucTem.

Bo Bpems npoLiecca oueHKM 6e30nacHOCTM U aTTecTaumm NaaH 6e30MacHOCTM CUCTEMbI aHAIM3UPYeTCH,
YTOUYHSETCA U NPUHUMAETCS. ICNONHUTENb OLUEHKM NOATBEPKAAET, YTO Mepbl 6€30MacHOCTM, ONMUCaHHbIe
B NJlaHe 6€30NacHOCTM CUCTEMBI, HENPOTMBOPEUMBDI C KaTeropueli 6esonacHoctu FIPS 199,
onpeaeneHHon ana MHGOPMaLMOHHOM CUCTEMbI, U YTO YrPO3bl U YA3BUMOCTU UAEHTUDULIMPOBAHDI U
onpeaeneHne HavabHOrO PUCKA NPOBEAEHO U 3340KYMEHTMPOBAHO B NJ1aH obecneyeHna 6e3onacHocTu
CUCTEMbI, OLLEHKY CTENEHWN PUCKA AN SKBUBAZIEHTHbLIN LOKYMEHT. Pe3ynbTaTbl OLEeHKM 6e3onacHoCTH
NCMONb3YIOTCA, YTOObI NepeoL,eHUTb PUCKK, pa3paboTaTb NnaH aelcteuii n Bex (POA&Ms), KoTopble
00653aHbl OTC/IEKMBATL BOCCTAHOBUTE/IbHbIE AeNCTBUS M 0OHOBAATL NAaH obecneyeHns 6esonacHocTH
cucTemsl, obecrneymBas, TakMm obpasom, GakTUUeCcKoe OCHOBaHWE A/1A odpULMaibHOro
CaHKLMOHUPOBaHUA, YTObbI NpeaCcTaBUTL pelleHme No aTrectaumm 6esonacHocTU. a8 AONOAHUTENBHON
MHbOpPMaLMM 0 npouecce oLeHKM 6esonacHocTn n attectaumm cm. NIST SP 800-37. PucyHok 1

3 CneumanbHas My6amkauma NIST 800-37 onpefenser BTOPOCTENEHHOE NPUAOXKEHNE KaK MPUIOKEHME, OTIMYHOE OT [1aBHOMO
NPUIOXKEHNA, KOTopoe TpebyeT BHUMaHMA K 6€30NacHOCTU BCNEACTBUE PUCK U BENINUYMHA BPeaa, CefyIoLWEro U3 notepu,
HenpaBWAbHOTO ynoTpebeHNA NAN HECAHKLMOHMPOBAHHOTO AOCTYNa K AU MoanduKaunm MHGOPMaLLMK B MPUIOKEHUN.
BTopocTeneHHble NPUIOKEHMA, KaK NMPaBUIO, BKIOYAIOTCA Kak 4acTb cMcTeMbl 06LLEel NoAAePKKN.
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n306parkaeT KtoueBble UCXOAHbIE MONOXKeHUA,/pe3ynbTaThl NpoLiecca NaaHMpoBaHUs obecrneyeHns
6e3onacHoCTW.

FIPS 199
FIPS 200
SP 800-53

POA&MSs ===p
MnaH <_>ynpa|3neHV|e

KoHduUrypaumen
OueHKa pucka =—> ObecneyeHus

6e3onacHocTn
TEKYLLMIA MOHUTOPUHT = —>1pouecc C & A

FISMA
SP 800-18

PucyHok 1: UcxopHble ﬂOﬂO)KEHMFl/pe3yI1bTaTbI npouecca nyiaHnpoBaHuUA obecneyeHus 6esonacHocTH

Ponn n 06a3aHHOCTM B 3TOM pasgesne cneunduryHbl 418 NNaHMpPoBaHMA obecnevyeHns 6e30nacHoOCTM
MHOOPMALMOHHbIX CUCTEM. YUET TOTO, UTO Y areHTCTB eCTb 3HAUYMTE/IbHO Pas/iMyatoLLmecs
npeaHasHa4vyeHnA 1 OpraHM3auMOHHbIE CTPYKTYPbI, MOXKET OTPa*KaTbCA B Pa3/IMYNAX B HAMMEHOBaHUN
poseli, CBA3aHHbIX C NJaHWpoBaHUeM obecneyeHns 6e30NacHOCTU, U B pacnpesesieHnn CBA3aHHbIX
06A3aHHOCTM Cpeam NepcoHana areHTCcTBa (Hanpumep, HECKOLKO NtoAeHN, BbINONHAIOWMX OAHY POb,
WAV OAMH YeNOBEK, BbINOMHAOLLMIA HECKO/IbKO ponein?).

1.7.1 [fupexkmop no uHgpopmayuu
NupekTop no nHpopmauum (CIO)° asnsetca odbuLManbHbIM AOMKHOCTHLIM NLLOM areHTCTBa,
OTBETCTBEHHbIM 3a pa3paboTky u noaaepKaHme obLeareHTCTKOM NporpamMmmbl MHPOPMALNOHHOM
6€30MacHOCTH, U UMeeT cneaytowme 0683aHHOCTM NO NAaHNPOBaHMIO obecneyeHns 6esonacHOCTH
cucTem:
e HasHauyaeT cTapLuero coTpyaHuKa nHpopmaumoHHon 6esonacHocTu areHTcTBa (SAISO),
KOTOPbIN A0NMKEH BbINOAHATL 0653aHHOCTM ClO No nnaHMpoBaHWUio obecneyeHus
6€e30MacHOCTM CUCTEM,

4 Heo6Xx04MMO NPOABAATL OCTOPONKHOCTb, KOrA4a OAMH YeN0BeK MCMOHAET MHOMKECTBEHHbIe POAN B NpoLecce NiaHMpPOBaHMA
obecneyeHna 6e30nacHOCTH, YTObbI rapaHTUPOBATb, YTO YEIOBEK COXPaHAET COOTBETCTBYIOLLMI YPOBEHb HE3aBUCMMOCTU U
ocraeTca n3baBneHHbIM OT KOHGIMKTOB MHTEPECOB.

5 Koraa areHTcTBO He onpegenset dopmanbHyto nosuumto ClO, FISMA TpebyeT, uTobbl cCOOTBETCTBYOLWME 06A3aHHOCTH
BbINOJIHAIUCH CONOCTaBUMbIM OPULMANBbHBIM LOMKHOCTHBIM INLLOM areHTCTBa.
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e PaspabaTbiBaeT 1 CONPOBOXKAAET NOAUTUKM MHGOPMALMOHHOKN 6e30MNacHOCTH, Npoueaypb! 1
MeToAb! yNpaBieHus, NpeaHasHauyeHHble AN NAaHnpoBaHua obecneyeHuns 6e30nacHOCTb
cUCTEMBI,

e Ynpasnset ngeHTMduMKaumen, peannsaumen u oueHKomn obLmx mep obecrneyeHms
6esonacHocTy,

L rapaHTMDYET, YTO NepcoHan C cywecCrBeHHbiMK 0653aHHOCTAMM NO NAaHNPOBAHUIO
obecneyeHus 6e30NacHOCTM CUCTEM ABNSETCA noAroToB/IEHHLIM,

L [MomoraeT BbICLLNM AO/1KHOCTHbIM INML,@M areHTCTBa no nx obA3aHHOCTAM MO NAaHUPOBaAHUIO
obecneyeHuna 6e3onacHOCTN cUCTEM, U

e OnpegenneTt U KOOPAMHUPYET 0OLLME Mepbl obecneyeHns 6e30nacHOCTM A1A areHTCTBa.

1.7.2 Bnadeney UHpopmayuoHHOL cucmembl

Bnageneu® nHpopmaLmMoHHas cuctema asaseTca odULManbHbIM JIMLOM areHTCTBa, OTBETCTBEHHbIM B
uesom 3a npuobpeteHune, pa3paboTKy, MHTerpaumo, MoauduKaumnio, Uan NPUMeEHeEHNE U NOALEPHKKY
nHpopMaLMOHHOM cucTembl. Bnageneu MHGOPMALMOHHOM CUCTEMbI MMEET crieaytoLme 06s3aHHOCTH,
CBfi3aHHble C NJaHNpoBaHMem obecneyeHus 6e30nacHOCTN CUCTEMBI:

e PaspabartbiBaeT nnaH obecneyeHns 6€30MNacHOCTU CUCTEMbI B KOOPANHALMY C BlaAe/ibLamMu
MHbOpPMaLMKU, CUCTEMHbBIM aAMUHNUCTPATOPOM, COTPYAHUKOM 6e30MnacHoCTH
MHPOPMALMOHHOM CUCTEMbI, BbICLUIMM COTPYAHUKOM MHPOPMALMOHHOM Be30nacHoCTH
areHTCTBa U PYHKUMOHAMNbHBbIMU "KOHEYHbIMM NOAb30BaTENAMM,"

e ConposoxagaeT naaH obecrneveHns 6€30MacHOCTM CUCTEMbI U rapaHTUPYET, UTO CUCTEMA
pa3BepHyTa U NPUMEHAETCA COrNacHO CornacosaHHbIM TpeboBaHMAM 6e3onacHoCTy,

e [apaHTWpPYyeT, YTO NO/Ib30BATE/IM CUCTEMBI M MEPCOHAN NOAAEPKKM NOJTYYatoT Heobxoanmoe
o0by4yeHune no 6esonacHOCTK (HanpuUMep, MHCTPYKTaX No Npasuaam AencTeui),

e (O6HoBAAET NiaH obecneyeHma 6€30MaCHOCTU CUCTEMbI BCAKWUI pas, Korga nponucxoaat
CyLLEeCTBEHHbIE U3MEHEHUA, U

e [lomoraeT B onpeaeneHnn, peannsaumnmn n oLeHke obLumx mep obecneveHma 6e3onacHoCTy.

1.7.3 Bnadeney uHgpopmayuu

Bnageneu UHGopmaLMmn ABAAETCA AOMKHOCTHBIM JINLIOM areHTCTBa C YCTaHOB/IEHHbIMW 3aKOHOM WK
OONXHOCTHBIMM MONHOMOUYUAMM NO KOHKPETHOW MHPOPMaLINMM M OTBETCTBEHHOCTbLIO 33 YCTaHOB/EHUE
mep obecneyeHus 6esonacHocTM No eé popmmpoBaHmio, cbopy, 06paboTKe, pacnpPoCTPaHEHMIO U
nuKengaumu. Bnageneu nHbopmaummn nmeet cieayolume 06a3aHHOCTU, CBA3AHHbIE C
naaHMpoBaHuem obecneyeHma 6e30NacHOCTM CUCTEM:

6 Ponb Bnagesibua I/IH(bOpMaLI,MOHHOVI cUCTeMbl MOXKET BbITb WHTEPNPETUPOBaHa BO MHOXeECTBE nyTe|7| B 3aBUCMMOCTU OT
onpeaeneHHoe areHTCTeso U ¢a3a U3HEHHOrOo unKna pa3pa60TKM cucTtem MH¢OpMaLI|MOHHOI71 CUCTEMDI. HeKOTOpre
AreHTCTBa MOryT MMeHOBaTb B/1aaenbLeB MHd)OpMaLLMOHHOﬁ CUCTEMbDI KaK Bagenbles
AeﬂTeﬂbHOCTM/aKTVIBa/I'Ipe,CI.Ha3HaLIeHI/I’iI AN agucneTyepbl Nporpamm.
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e YcTaHaB/nMBaeT NpaBuaa A/ COOTBETCTBYIOLLEro UCMO/b30BaHMA U 3aLLUThI
7
AaHHbIX/MHPOPMaL MK cybbeKkToB (NpaBuia noseaeHus),

e [lpenocrasnaeT Bnagenbuam MHGOPMaLMOHHON CUCTEMbBI UCXOAHbIE AaHHblE OTHOCUTENBHO
TpeboBaHMi1 6e3onacHOCTM U mep 6e3onacHOCTU AN MHPOPMALMOHHOM cucTeMbl (cucTem),
roe Haxoamutca nHbopmaums,

e Pewaert, KTO meeT A0oCTyn K MH(bOpMaLI,VIOHHOl\/‘I CUCTEME M C KaKUMM TMMaMM NOSTHOMOU U
U npaBamu A0Ctyna, n

e [lomoraeT B naeHTUGUKaLMM 1 oLeHKe obLmnx mep obecneveHna 6esonacHoCTK Tam, rae
HaxoauTcAa MHopMaums.

1.7.4 Bbicwuii compydHUK uHphopmayuoHHoli 6e3onacHocmu azeHmcmea (SAISO)

Bbiclwinii COTPYAHUK MHPOPMALIMOHHOM 6€30MacHOCTU areHTCTBa ABAAETCHA, 0OPULIMANbHbBIM
[OONKHOCTHbIM INLOM areHTCTBa, OTBETCTBEHHbIM 33 TO, YTOObI IBAATLCA OCHOBHOM cBA3bio ClO ¢
BAaAeNbLAMU MHGOPMALMOHHBIX CUCTEM areHTCTBa M C COTPYAHUKaMM 6€30MacHOCTH
MHPOpPMaLMOHHBIX cnuctem. SAISO nmeeT cnegytowme 064A3aHHOCTU B OTHOLLEHME NNAHOB
obecneyeHnsa 6€30NacHOCTM cUCTEM:

e BbinonHsaet o6a3aHHocTu CIO no niaHupoBaHMo obecriedyeHma 6€30MacHOCTU CUCTEM,

e KoopauHupyeT pa3paboTKy, pacCMOTPEHUE U NPUHATME NJ1aHOB obecneyeHusa 6esonacHoCcTH
CUCTEM C BJlaAeNbLaMMN MHPOPMALMOHHBIX CUCTEM, COTPYAHMKamMM 6e30MacHoCTH
MHPOPMALMOHHBIX CUCTEM U CAHKLMOHUPY LMK AOMKHOCTHBIMW IMLLAMK,

e KoopauHupyeT onpeaeneHme, peannsaumio 1 oLeHKy obLLmMx mepbl obecneveHnn
be3onacHocTH, U

e O6nagaet npodeccroHanbHoM KBanmduKaumen, BKaoyas obyyeHme 1 onbiT, Tpebyemoi ana
pa3paboTKKM U PacCMOTPEHUA NNaHOB 0becneyeHna 6e30MaCHOCTU CUCTEM.

1.7.5 CompydHuk 6e3onacHocmu uHgpopmMayuoHHol cucmembl

CoTpyaHuk 6esonacHOCTU MHPOPMALLMOHHON CUCTEMBI - ODULIMANIbHOE AOHKHOCTHOE /INLO areHTCTBa C
06A3aHHOCTAMM, BO3N10KEHHBIMM SAISO, CAHKUMOHMPYIOWMM LOMKHOCTHBIM IMLLOM, LOKHOCTHBIM
JIMUOM PYKOBOACTBA WM BaAeNbLemM MHPOPMALLMOHHOM CUCTEMbI 1A rapaHTUM TOrO, YTO
noAfepKnBaeTcs COOTBETCTBYHOLLEE COCTOSHNE 6e30NacHOCTM A1 MHGOPMALMOHHOM CUCTEMBI MK
nporpammbl. COTpyAHMK 6e30nacHOCTM MHGOPMALMOHHOM CUCTEMBI UMEET cneaytolme 06A3aHHOCTH
OTHOLLEHMeE NiaHoB obecneyeHns 6e30MacHOCTN CUCTEMBI:

e [lomoraer BbiCLUEMY COTPYAHUKY MHPOPMaLIMOHHOM 6e30MacHOCTM areHTCTBa B
onpeaeneHnn, peanmsauma u oueHke oblmx mep obecneyeHns 6esonacHoOCTH, 1

7 Bnageneu, uHGOpMaLMM COXPAHAET 3Ty OTBETCTBEHHOCTb AaXKe Koraa AaHHble/MHbopMaLma UCNOoIb3yTCA COBMECTHO C
APYrMM OpraHusaLmm.
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L MrpaeT dKTUBHYIO POJib B pa3pa60TKe n 06HOB/IEHUM N1aHa 6e3onacHOCTU CUCTEMDI, a TaK XKe
KOOPAUHUNPYET C BNRageNbLUEM MHCI)OpMaLI,MOHHOﬁ CcUCTEMbI 1t0Bble U3MEHEHUSA K CUCTEME U
oueHunBaeT BO3,CI,EﬁCTBM€ 3TUX U3MEHEHU Ha 6e30MacHOCTb.

1.7.6 CaHKyuoHupyrowee 00HHOCMHOe AUYO0

CaHKUMOHUpYIOLLEe AOMMKHOCTHOE ANLO (MM Ha3HaYeHHbIN 0406pAtoLLMIA/aTTeCTOBbLIBAIOLWMI OpraH,
KaK YNOMSAIHYTO HEKOTOPbIMU areHTCTBamMM) ABAAETCA BbICILIMM AOKHOCTHLIM IMLIOM PYKOBOACTBA UM
NCMNOJIHATE/IbHBIM OPraHOM C MOJIHOMOUYUAMM NO GOPMabHOMY NPUHATUIO Ha ceba OTBETCTBEHHOCTM 33
3KcnayaTaumio MHGOPMaLMOHHOM CUCTEMbI HA AONYCTUMOM YPOBHE PUCKA K AeATe/IbHOCTU areHTCTBa,
aKTMBaM areHTCTBa MaM ntoaam.2 CaHKLMOHMPYIOLLEee JOMKHOCTHOE NNLIO MMEET cieaytolime
0653aHHOCTM OTHOLWIEHME NAaHOB obecneyeHns 6e30NacHOCTM CUCTEMBI:

Opo6pseT nnaHbl 6€30NacHOCTU CUCTEMDI,
o  CaHKUMOHMPYET 3KCMnyaTaumto MHPOPMALMOHHOW CUCTEMD,

o  [1aéT BpeMEeHHY0 CaHKLMIO HA SKCM/IyaTaLMo MHGOPMALMOHHOM CUCTEMBI C YYETOM
KOHKPETHbIX MOJIOXKEHWNIN U YCIOBUN, UK

e (OTKa3blBaeT B CAHKLMOHMPOBAHUU 3KcMAyaTaumMm MHGOPMaLMOHHOM cucTembl (Mu
OCTaHaB/IMBaET 3KCN/yaTaumio, eC/I CUCTEMA YXKe IKCMyaTUpPYeTCa), eCAn CyLLECTBYIOT
HeaonycTUMble PUCKM Be3onacHOCTH.

1.8 Mpasuna NosepeHun

MpaBuaa nosegeHuA, Kotopble onpeaeneHsl B Llupkynape OMB A-130, MNMpunoxkenue lll, n asnatorca
mepoi 6esonacHocTu, cogeprkalienca B NIST SP 800-53, f0/13KHbI SICHO 04epunBaTb 06A3aHHOCTU U
oXunagaemoe nosegeHMe BCEX NOAEN C AOCTYNOM K cucTeme. MpaBuna A0NKHbI ONUCbIBaTb NOC/AeACTBUA
Hecoobpa3HOro NoBeAeHMA AN HecobatoAeHUA N BbITb fOBEAEHDbI 40 KAaXKA0ro Nosib3oBaTena 4o
NoJlyYeHUs CaHKLUMOHUPOBAHUA 1A A0CTyNa K cucTeme. TpebyeTca, 4To NpaBuaa CoaepKanmn CTpaHuLy
NnoANnUCKU Kaxaoro nosib3osaTtens Ans NMCbMEHHOro NOATBEPKAEHMSA, YTO OHU YNTANN, MOHUMAIOT U
cornalarTcs cobnoaatb Npasuna nosegeHus. [na noaTsepKAeHUM NpaBma NOBEAEHMA NPUEM/IEMBI
3N1eKTPOHHbIE NOANUCH.

PucyHoK 2 cogepnt npumepsbl 13 Mpunoxenusa lll Llupkynapa OMB A-130 Toro, 4To A0KHO
COLEPHKATbCA B TUMMYHBIX NPaBUIax NOBEAEHMA. ITO TO/IbKO NPUMEpDI, Uy areHTCTB MmeeTcA rTMbKoCTb B
UX AeTanax u cofeprkaHuu. PaspabaTbiBan Npasuia NoBeAEHMA UMENTe B BUAY, YTO HAMEpeHMe COCTOUT B
TOM, YTOObI CAENATb BCEX MO/Ib30BaTE/1Ie OTBETCTBEHHLIMM 3@ UX AEUCTBUA C NOATBEPKAEHNEM, YTO OHU
yuTann, NOHMMAIOT U CornaluatoTca cobtoaaTh NpaBmna noseaeHus. MNpasuna He L0MKHbI ObITb NOAHOM
Konuein NoAnTUKM 6e30nacHOCTM UM PYKOBOACTBA NO NPOoLEeAYPaM, @ CKOPee OXBaTOM, Ha BbICOKOM
YPOBHE, HEKOTOPbIX N3 Mep 6e30nacHOCTM, ONMUCAHHbIX HA CIeAYIOLLEM PUCYHKE.

8 B HEKOTOPbIX areHTCTBaXx, BbiCLee A40/IKHOCTHOE NLLO M [IMpeKTop no nHbopMaLmm, MoryT 6biTb CO-YNOAHOMOUYNBAIOLLMMM
[AO/IKHOCTHBIMM iUamu. B 3Ta cuTyaums, Bbicluee 4OMXKHOCTHOE /MU0 0406pAeT SKCMyaTaumio MHPOPMaLLMOHHOM CUCTEMbI A0
[vpeKkTopa no MHbopmaLmu.
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Mpumepbl mep 6€30NaCHOCTU, COAEPKABLUMXCA B NPaBUIaX NOBeAeHUA

e QOyepTuTe 06A3aHHOCTU, OXKMZaemoe WUCNOoNb30BaHWE CUCTEMbI, U NOBeAeHMe BCex
nonb3osaTenen.

e OnuwuTe COOTBETCTBYHOLLME OrPaHMYEHMA MO B3aMMOLENCTBUIO.
o Onpegennte NpUopuUTETLI NPEAOCTAB/IEHNA N BOCCTAHOB/IEHWUSA YCAYT.
e  OnuwwuTe NOCNeaCcTBUA NOBELAEHMA HE COODPA3HOro C NpaBUaaMm.
e 3aTpoHbTe cneagyowme Tembl:
o PaboTta goma
o KommyTtupyemblit gocTtyn
o CoeauHeHue ¢ UHTepHETOM
o Wcnonb3oBaHue npounsBeneHUin, OXpaHAEMbIX aBTOPCKUM NPaBoOM
o HeoduuymanbHoe ncnosb3oBaHWE NPaABUTENBCTBEHHOTO 060pyA0BaHMA

o [MMpuceoeHnMe UM oOrpaHMYEHWE CUCTEMHBIX MOJHOMOYUN U WUHAMBUAYANbHOWM
NOAKOHTPONbHOCTH

o Wcnonb3oBaHwue Mapons

o Mouck B 6a3ax gaHHbIX U pasrnaeHne MHGopMaLmu.

PucyHok 2: NMpasuna NMpumepos NoseaeHus

1.9 YrBepKaeHue nnaHa 6e30nacHOCTU CUCTEMDI

MoNnUTMKa OpraHM3aLMmM AOJIKHA ACHO ONpesenATb, KTO OTBETCTBEHEH 3a YTBEPKAEHMWE NaaHa
6e30nacHOCTM cMCTEMbI M NpoLleaypbl, pa3pabaTbiBaemble A1a A0BeAEHUA N1aHa, BKAOYan 10601
cneumnanbHbI MeMopaHayMma Uan Apyryto AoKyMeHTauuo, Tpebyemytro areHTcTBOM. HasHayeHHoe
CaHKUMOHMpPYIOLLEE AONKHOCTHOE 1L, HE3aBMCMMOE OT CUCTEMHOIO BNafenbLa, 0406paeT nnaH, Kak
npaswuno, 40 NPOBeAEHUA NpoLEecca aTTecTaumm.
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2. AHanu3 rpaHuL, cuctembl U mep 6esonacHoCcTU

Mpexage, yem naaH obecrneyeHmn 6€30MNaCHOCTU CUCTEMbI MOMKET BbITb pa3paboTaH, HGOPMaLNOHHaN
cucTema U pesnaeHTHas MHGopMaUuAa B 3TON cucTeMe AONKHbI ObITb KATErOPMPOBaAHbI, OCHOBbLIBASACH Ha
aHanuse Bo3gencTanii no FIPS 199. 3aTem MoKeT 6bITb CAeNaHO onpeaeneHne Toro, Kakue CUCTeMbl
MOTYT BbITb IOrMYECKN OTHECEHbI B PEECTPE B rNaBHbIE NPUIONKEHUA, @ KAKME B CUCTEMbI 0OLLEN
noaAepKkn. Korga onpegenatorca rpaHuLbl CUCTEMbI U BbIBUpPAETCca HauyanbHbI Habop mep
6e3sonacHocTH (To ecTb, 6a30BbIi Habop mep 6e3onacHOCTM) HE0BX0AMMO PaccCMaTPMBaTb YPOBHM
Bo3sgaelictauma no FIPS 199. Mepbl 6a30B0ro ypoBHs 6e30nacHOCTM MOTyT BbiTb TOr4a aaanTMPOBaHbI,
OCHOBbIBAACH Ha OLEHKE PUCKA U SIOKAJIbHbIX YCN0BUAX, BKIOYAA cneumduyHble ANA OpraHM3aumm
TpeboBaHMA 6e30MNacHOCTM, KOHKPETHYIO MHGOPMaLMIO YIPo3, aHann3 3pHEeKTUBHOCTU — CTOMMOCTH,
[OCTYMHOCTb KOMMEHCALUNOHHbIX Mep 6e30MNacHOCTU K ocobble obcTonaTenbeTBa. ObLMe mepbl
6e30nacHOCTH, KOTOpPble ABAAKOTCA O4HMMM U3 pacCMaTPMBAEMbIX MPY a4aNTALLNK, AOMKHbI BbITb
NMAEHTUOMLMPOBAHDI A0 NOAFOTOBKM M1aHA obecneyeHns 6€30MacHOCTU CUCTEMBI, YTODbI
NAEHTUOMLMPOBATL Te Mepbl 6e30MacHOCTH, KOTopble He cneumMdUyHbl 4158 CUCTEMbI U 3aKPbIBAKOTCA Ha
YPOBHE areHTCcTBa. 3T 0buwme mepbl 6e30nacHOCTM MOTyT Torda bbITb BKAOUYEHDI B NaH obecneyeHumn
6€30MacHOCTU CUCTEMbI CCbIIKOA.

2.1 I'paHunLpbI cucTemMbl

Mpouecc HazHaYeHWUs YHMKaIbHbIX MHGOPMaLMOHHbIX pecypcos® Ana MHGOPMaLMOHHOMN CUCTEMBI
onpegenaeT rpaHnLbl 6€30MacHOCTU 415 3TOM CUCTEMDI. Y areHTCTB ecTb 60/1bllas TMOKOCTb B
onpeaeneHnn Toro, YTo npeacTtasaseT coboli HGopMaLMOHHAA cucTema (To ecTb, I1aBHOE NPUIOKEHME
WK cucTema oblLuer noaaepKku). Ecnm Habop MHGOPMALMOHHBIX PECYPCOB MAEHTUOULIMPOBAH Kak
MHPOPMALIMOHHAA CUCTEMA, PECYPCbI AOMKHbI 06bIMHO HAaXOAUTLCA NOL OAHUM U TEM Ke MPAMbIM
aAMUHUCTPATUBHLIM ynpasaeHnem. NMpamoe aammMHUCTpaTUBHOE ynpasneHunel® He ob6asaTenbHO
noApasyMeBaeT, YTO TaM OTCYTCTBYET NPOMEKYTOYHOE yrnpasseHue. MHPOpMaLMOHHAsA CUCTEMA MOKET
TaK¥Ke CoAepKaTb MHOMKECTBEHHbIE nodcucmembi.

Moacuctema - r1aBHas COCTaBHAA YaCTb UM KOMMNOHEHT MHPOPMALLMOHHOM CUCTEMBI, COCTOSILLMIA U3
nHbopmauumn, MHGOPMALLMOHHOM TEXHONOTMM U NEepPCcoHana, KOToPbIE BbINOAHAOT O4HY UK 6osblue
KOHKPETHbIX GYHKUMI. NoacncTeMbl, Kak NPaBMIO, HAXOAATCA NOA TEM e CaMbIM LOJI}KHOCTHbIM NLOM
ynpaBneHua 1 BKAKOYALOTCA B OAMH NiaHa obecnedyeHmsa 6€30nacHOCTM cnuctembl. PUCyHOK 3 n3obpaxkaet
cucTemy obLLen NoaaepKKN ¢ Tpems NoACUCTEMAMM.

EcnM MHOOPMaLMOHHbIE Pecypcbl MAEHTUOULMPOBAHbLI Kak MHPOPMALMOHHAA CUCTEMA, MOXKET BbITb
NoAEe3HO A1 areHTCTB, YTObbl PACCMOTPETL, B AOMOHEHME K PACCMOTPEHMIO MPAMOTO
aAMUHNCTPATUBHOIO YNpas/ieHus:

o VIMeloT I Ty XKe camyto GYHKLMIO UAK Le/b AeATENbHOCTU U1, MO CYLLECTBY, Te e camble
paboumne XapaKTePUCTMKM U NOTPebHOCTU 6e30nacHOCTH, 1

% UHdOPMALMOHHbIE PeCcypChbl COCTOAT U3 MHPOPMALMK U CBA3AHHBIX PECYPCOB, TAKUX KaK nepcoHan, obopyaosaHue, GoHAbI 1
MHOOPMaLMOHHAA TEXHONOTUA.

10 Npamoe aAMMHUCTPATUBHOE YNpPaBAeHWE BKIOYAET, KaK NMpaBuo, 61oKeTHble, MPOrPaMMHbIE UM SKCMTyaTaLUOHHbIe
NOJIHOMOYMA U CBA3AHHYIO OTBETCTBEHHOCTb. N7 HOBbIX MHPOPMALLMOHHbIX CUCTEM aAMUHUCTPATUBHOE YNPaBieHNe MOXKET
6bITb MHTEPNPETUPOBAHO KaK Hannune B6IoAKeTHbIX/NMPOrpPaMmMHbIX NOJHOMOYMIA U OTBETCTBEHHOCTYM 3a Pa3paboTky u
pasBepTbiBaHUe MHPOPMALMOHHBIX CUCTEM. [118 MHPOPMALIMOHHBIX CUCTEM HAaXoAALMXCA B deaepansHOM peecTpe,
aAMMHUCTPATUBHOE YNPaBAEHUE MOKET BbITb MHTEPMNPETUPOBAHO KaK HasMuMe BHOAKETHbIX/3KCMNYaTaLMOHHbIX NOHOMOYMA
[NA NOBCeAHEBHOW AeATENbHOCTU U MOAAEPHKKN MHGOPMALMOHHBIX CUCTEM.
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e HaxopgATtcs nv B TOM e camol obLei onepalMoHHOM cpeae (uan B cnyyae
pacnpeaeneHHoi MHGOPMaLMOHHOM CUCTEMbI, HAXOAATCA 1N B Pa3/INYHbIX
pacnonoXKeHnaAX ¢ NoA06HbIMM OnepaLnoHHbIMK cpeaamm).

CUCTEMA OBLLEM NOAAEPKKU ATEHTCTBA
BbicoKoe Bo3geicTteue no FIPS 199

o e ———— -

lpaHuLbl cUcTeMbl 06LLEN NOAAEPIKKM

| |
i I i I I
| : JIOKAJIbHASA CETb : : 3ALLIMTA CUCTEMDI : : JIOKAJ/IbHASA CETb : |
1 | I 1 |
: I ALFA ' 1 Bbicokoe I 1 BRAVO ! ,
I H o 4+“—>
|l BbicoKoe : [ Bosaenucrsune I : CpeaHee : I
I i BO3AaeiicTBUe : i Mo FIPS 199 E : BO3AaeiicTBUE : I
I
11| MoRPs199 i b | noRPs199 | |
I I
I 1 I |
I A ———— IpaHULbI NOACUCTEMbI T ———— |
I TpaHuubl noacucTemsl lpaHuupl nogcuctemol |
| |
| |
|

e OauH nnaH obecneyeHna 6e30NacCHOCTU CUCTEMBI OTPa*aeT pa3/ioxKeHne VIHCI)OpMaLI,VIOHHOl\/'I
CNCTEMbI C a4 EeKBATHbIMU MepamMu 6e3OI'IaCHOCTM, Ha3Ha4YeHHbIMU Ha KaXXAyto nogcncremy

PuUcyHOK 3: PasnoKeHune 601bLINX U CAOXKHBIX MHHOPMALIUMOHHDBIX CUCTEM

B TO Bpems KaK BblLLEYNOMSAHYTbIE PACCMOTPEHUS, MOTYT ObITb NOJIE3HbI A4/1A areHTCTB B OnpeseeHum
rpaHnL, MUHPOPMALMOHHOW CUCTEMBI C LLe/Ibio aTTecTaumm 6e30nacHOCTH, OHWU He A0/IKHbI PacCMaTpUBaTb-
CA KaK orpaHnYeHmne rmbKOCTN areHTCTBA B YCTAaHOBIEHUW MPaHMLL, KOTOpPble CNOCOBCTBYOT 3$dEKTUBHOM
MHPOPMALIMOHHOM 6e30MacHOCTM B paMKax AOCTYMHbIX pecypcoB areHTcTea. CaHKLMOHMpYoLWme
[OOJ/IKHOCTHbIE INLA U BbICLLME COTPYAHUKM MHGOPMALLMOHHOM 6e30NacHOCTM areHTCTBa, yCTaHaB/IMBanA
rpaHnLLbl MHGOPMALIMOHHOM CUCTEMBI, AOKHbI KOHCYIbTUPOBATLCS C BO3MOXKHbIMU BAAAENbLAMM
MHPOPMaLMOHHOW cncTemMbl. MpoLecc yCTaHOBAEHWUA FPaHUL, 418 MHPOPMALMOHHbBIX CUCTEM areHTCTBa U
CBA3aHHbIX NOCNeacTBMit 6e30NacHOCTH, 3TO AeATENbHOCTb Ha YPOBHE areHTCTBa, KOTOpasa AO/IXKHa
BKHOYATb TLLATE/IbHOE COrTacoBaHME CPeaM BCEX KNHOYEBDLIX YH4AaCTHUKOB - NPUHATUS BO BHUMaHWeE
TpeboBaHuWIi NpeaHasHaYeHne/AeaTeNbHOCTM areHTCTBa, TEXHUUYECKUX PAaCCMOTPEHMI OTHOCUTE/IbHO
MHPOPMaLMOHHOM 6e30NacHOCTU M NPOFPAMMHON CTOMMOCTU A5 areHTCTBa.

FIPS 199 onpeaensieT kKaTeropuun 6e3onacHoCcTN 41a MHGOPMALMOHHBIX CUCTEM, OCHOBAHHbIE Ha
NOTEeHUNANbHOM BO3AEMNCTBUM Ha OPraHU3aLLMK, aKTUBbI UK NHOAEN, KOTOPOE AOKHO MMETb
cneacTBMemM HapylleHue 6e30nacHOCTM - TO eCTb, NOTEP0 KOHPUAEHUMANBHOCTH, LLENOCTHOCTU UK
poctynHoctn. Kateropmm 6esonacHocty FIPS 199 moryT UrpaTb BaXKHYO po/b B ONpene/ieHnm rpaHu,
MHPOPMALMOHHOM cUCTEMbI, AeNA MHGOPMALMOHHbIE CUCTEMbI AaFr€HTCTBA COMNACHO KPUTUYHOCTU UK
YyBCTBUTENBHOCTU MHOPMALMMN U MHPOPMALMOHHBIX CUCTEM M 3HAYMMOCTU 3TUX CUCTEM B BbINOJHEHUM
npeAHa3Ha4YeHMA areHTCTBa. ITO 0COBEHHO BAXKHO, KOTAa MMEIOTCA pa3/InyHble YPOBHEN BO34eNCTBUA
no FIPS 199, oTHocAwwMmMeca K ogHoM MHbOopMaLmMoHHOM cucteme. FIPS 199 TpebyeT, uTobbl
obecneymBanacb 6€30MacHOCTb MHPOPMALMOHHOM CUCTEMbI MO OTHOLLEHMIO K CAMOMY BbICOKOMY
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NPUMEHMMOMY YPOBHIO BO34ENCTBUA, TPYNNUPYA HE3HAYMTE IbHbIE NPUAOXKEHUA/NOACUCTEMDI C
pa3NMYHbIM ypoBHeN Bo3aencTeus no FIPS 199 B oTaenbHyto cuctemy obuiein nogaep Kk nam rnaBHoe
NpUAOXKEeHUe, eCNN 3TO AAET aAEKBATHYHO 3aLLMTY FPaHuUL, HAaNPUMEpP, MEXCETEBOE SKPAHNUPOBAHNE U
WwndpoBaHUE, BOKPYF TEX NOACUCTEM UN NPUNONKEHUI C CaMbIM BbICOKMM YPOBHEM BO3LENCTBUA.
JononHUTeNbHO, AOMKHO ObITb LlOBEPME K TOMY, YTO COBMECTHO MCMNOJIb3yEMble PECYPCbl, TO eCTb, CETH,
KOMMYHMKaLMKN 1 GUIMYECKUIA JOCTYN B LEAOM B CUCTEME 0OLLEl NOAAEPKKU NN TNAaBHOM
NPUNONKEHUMN, 3aLLMLLEHBI COOTBETCTBEHHO /17 CAMOIO BbICOKOFO YPOBHA BO34eNCTBMA. Hannune
BO3MOMKHOCTM M30/IMPOBaTb CUCTEMbI BbICOKOTO BO34ENCTBUA OyAET MMETb pesy/ibTaT He TO/IbKO B bosee
6e30nacHbIX CUCTEMAX, HO TAKKE YMEHbLUMT KOIMYECTBO Pecypcos, Tpebyembix 4ToObl obecneunTb
6e30NacHOCTb MHOTO NPWUIOXKEHUI/cUCTEM, KOTOpble He TpebytoT 3Toro ypoBHA 6esonacHocTu. NIST SP
800-53 obecneumBaeT Tpu Habopa 6a30BbIx Mep 6€30MNacHOCTU, TO €CTb HU3KUI, YMEPEHHbIN 1 BbICOKUA,
KOTOpble CBA3aHbI C TPEMA YPOBHAMM Bo3aeincTBmA no FIPS 199; nostomy caenainte MMHUMabHble
TpeboBaHMA [0BEPUA B COOTBETCTBUM C yYBEIMYEHNEM YPOBHSA BO3aencTBMA. Mpu coobLeHnm o
Ha3Ha4eHuAX, TO ecTb, B rogoBom oT4eT no FISMA, B ciiyyae, Koraa y HGOPMaLMOHHON CUCTEMBI €CTb
pas/inyHble ypoBHU Bo3gencTBmA no FIPS 199, Takaa cucTemMa KaTeropmpyeTca No CamomMy BbICOKOMY
YPOBHIO BO34,ENCTBUA M3 OTHOCALLMXCA K MHPOPMALIMOHHOW cucTeme.

2.2 TnasHble MpunoxeHus

Bce denepanbHble NPUNOKEHNA UMEIOT 3HAYEHUE U TPEBYIOT HEKOTOPOIO YPOBHA 3aLWnTbl. HekoTopble
NPUAOKEHUA, N3-3a MHOOPMALMM, KOTOPYHO OHW COAEPKAT, 0OpabaTbiBAOT, XPAHAT AW NepesatoT, UK
M3-3a UX KPUTUYHOCTM K NpeaHa3HAYeHMIO areHTCTBa, TPeOYIOT cnewumanbHOro Haa3opa PyKoBoACTBa.
3TN NPUNOIKEHUSA ABAAIOTCA ABHbIMU NPUIOKEHUAMMU. [NaBHOE NPUIOKEHNE, KAK OXUZaeTca, byaert
MMETb YMEPEHHbI UM BbICOKMI YpoBeHb Bo3aencTema no FIPS 199. Uupkynapa OMB-130 onpegenset
"rnaBHy0 MHGOPMALIMOHHYIO cucTeMy" Kak MHPOPMALMOHHYIO CUCTEMY, KOTOpas TpebyeT cneumanbHOro
BHMMAHWA PYKOBOACTBA M3-3a €0 BaXKHOCTU /1A NpeAHa3HAYeHMNA areHTCTBA; BbICOKUX 3aTPaTbl HA ero
pa3paboTKy, aKcnayaTaumio A obCnyKmMBaHMe; UM ero CyLLeCTBEHHOM POAU B aAMUHUCTPUPOBAHNK
NpPorpamm areHTCTBa, GMHAHCOB, UMYLLLECTBA UM APYIMX PecypcoB. [NaBHble NPUNOKEHUS - MO
onpeaeneHunto rnaBHble MHPOPMaLMOHHbIE CUCTEMDBI.

[naBHble NPUNOMKEHUSA - CUCTEMBI, KOTOPbIE BbINOJIHAKOT ACHO onpeaeneHHble GyHKLMK, A1A KOTOPbIX eCTb
JIerko onpeaesiMMble PaccMoTpeHna 6e3onacHoOCT 1 NoTpebHOCTM (HanpuMmep, cMCTEMA 3/IEKTPOHHOTO
nepeBoja cpeacTs). [1aBHOE NPUNOKEHNE MOKET BK/IHOHATb MHOTO OTAENbHbIX MPOrpamm u
KOMMNOHEHTOB annapaTHbIX CPeACTB, MPOrpaMmMHOro obecneyeHna U Te1IEKOMMYHUKALMOHHbIX CPeACTB.
3T KOMMOHEHTbI MOTYT HbITb OTAE/IbHBIM MPOTrPAMMHbBIM MPUIONKEHNEM UAN KOMBMHALMEN annapaTHbIX
cpeacTs/nporpammHoro obecneyeHus, CocpesoTo4eHHOM Ha TOM, YTO6bI NOAAEPKUBATb KOHKPETHYHO,
CBA3aHHYIO C NpeAHasHaYeHnem GyHKUMIO. TNaBHOE NPUIOKEHNE MOMKET TaKXKe COCTOATb U3 MHOXECTBA
OTAENbHbIX MPUIOXKEHU, EC/TIM OHW BCE CBA3AHbI C OAHOW QYHKLMEN NpeaHa3HayeHus (Hanpumep,
3apaboTHas nnata uav nepcoHan). Ecnmn cuctema onpegeneHa Kak rnaBHoe NPUAOKEHUE U MPUIOKEHNE
3anyL,eHo Ha cucTeme obLLEl NOAAEPKKM APYrON OpraHU3aLmm, BNajeneL, raBHOro NPUIOKeHUA
OTBETCTBEHEH 32 NPUHATUE PUCKA U KPOME TOrO:

e YBegomndeT BaLe/bLA CUCTEMDI 06LLI,EI‘/JI noAnepPHKKHU, UTO NPUNOKEHUE ABNAETCA
KPpUTU4EeCKNUM " obecneunsaet KOHKpPETHbIe Tp66OBaHI/I’r'I 6e30ﬂaCHOCTI/I,'

e [pepocTaBaseT KONWto NnaHa obecneyeHns 6€30NacHOCTM FNMaBHOTO NPUIOXKEHUS
onepaTopy cucTembl 06LLLEN NOAAEPHKKN;

11
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° 3al'lpaLL|VIBBET Konwuto nsaHa obecneyeHms 6€30MacHOCTU CUCTEMDI o6u.|,eﬁ noanepXKkm m
rapaHTUPYET, 4TO OH obecneumBaet Haanexallyto 3alnTy ana NpunoxXeHna 1 MH(I)OpMaLI,MVI;
n

e  Bkatouvaet CCbI/IKY Ha niaH obecneyeHnss 6e30NacHOCTU CUCTEMBI OGLI.I,Gﬁ noggep*ku B naaH
obecneyeHna 6€30NacHOCTU MaBHOTO NPUNOKEHUA.

2.3 Cuctembl obLueit noaaep:KKu

Cuctema obuielt nogaepKku sensetcs 06begMHeHHbIM Habopom MHGOPMALIMOHHBIX PECYpcoB Nnoa,
OL4HVM NPAMbIM aZMUHUCTPATUBHbBIM YyNPaBJAEHUEM, KOTOPbI COBMECTHO MCMNONb3YET 06LLYIO
$YHKUMOHanbHocTb. CucTema obLuel noaaepKn obbI4HO BK/OYAET annapaTHble CpecTBa,
nporpammHoe obecnevyeHne, MHGOPMaALMIO, AAaHHbIE, MPUNOKEHMA, KOMMYHUKALMWN, CPeACTBa U Atoaen
M OKa3blBaeT NoAAEPKKY AN MHOMECTBA Nob3oBaTesieit u/mam npunoxeHuin. Cuctemol obiei
noaaepXku, Hanpumep'!, moryT 6biTh:

e LAN, BK/ItO4aA YMHbIE TEPMMHA/IbI, KOTOPbIE NoAAepKnBatoT duanan;

®  OnopHas ceTb (Hanpumep, obLieareHTCTKas);

®  cuCTEMa KOMMYHUKaUmiA;

® LEeHTp 06paboTKM AaHHbIX areHTCTBA, BK/HOYas ero onepaLMoHHY CUCTEMY U
VYTUANTDI,

®  TaKTUYeCKas pagMoCeTb; Un

®  COBMECTHO MCMNOJIb3yeMble BO3MOXKHOCTU cepBuca 06paboTkmn nHdopMauuu.

Y cuctembl 06LLEN NOAAEPHKKM MOXKET BbITb HU3KUIA, YMEPEHHDIM MW BbICOKWIA YPOBEHD BO3AENCTBUA MO
FIPS 199 npwu ero KaTteropnpoBaHMM 6€30NacHOCTU B 3aBMCMMOCTM OT KPUTUUYHOCTU UK
YYBCTBUTESIBHOCTU CUCTEMbI M NtODbLIX F1ABHbIX MPUIOKEHWNI, KOTOPblE NOAAEPKMBAET cUCTEMA 0ObLLEl
noagnepKu. Cuctemy obLLen NOAAEPHKKM CHUTAIOT rMAaBHOM MHPOPMALLMOHHOM CUCTEMOM, KOraa
TpebyeTca cneumanbHOe BHUMaHMe yNpaBaeHusa, UMEOTCA BbICOKME 3aTpaTbl Ha pa3paboTky,
3KCNyaTaumio AN Ha 06CAYKUBaAHUNE; N Y cuCTeMbI/MHGOPMaLMK eCTb CYLL,EeCTBEHHAN PONb B
aAMMHUCTPUPOBAHMM NPOrpamm areHTcTea. Korga cuctema obuent noanepKKu ABNAETCSA rNaBHOM
MHPOPMALMOHHON CUCTEMOW, YPOBEHDb BO3AeNCTBUA ana cuctembl no FIPS 199 ycraHaBavBaeTca unm
YMEPEHHbIM UJIN BbICOKUM.

[naBHOE NPUNOIKEHNE MOXKET ObITb Pa3MeLLLEHO Ha cucTeme obLen noaaepKku. Mnan cuctembl obLei
NOAAEPYKKM SOKEH CCbIIATLCA HA NJIaH obecneyeHns 6e30MacHOCTU FaBHOTO NPUIOXKEHUS.

2.4 HesHauuTenbHble NPUNOKEHUA

AreHTCTBa, KaK OXKMAAeTCA, UCNONb3YIOT yNpaBaeHYeCcKne pelleHna B onpeaeneHnmn Kakme us mux
NPUNOXKEHWNI ABAAIOTCA BTOPOCTENEHHbLIMUW NMPUIOKEHUAMM U FAPAHTUPYIOT, YTO TpeboBaHMA
6€e30MacHOCTM ANA BTOPOCTENEHHbIX NPUIOKEHNI NPeaCTaBAAOTCA KaK YacTb NaaHa obecneyeHua
6€e30MacHOCTM cUCTEMbI AN NMPUMEHUMBIX CUCTEM 0OLLEN NOAAEPKKM UAN, B HEKOTOPbIX CAYYasX,
NPUMEHUMOTO F1IaBHOTO NPUNOXKEHUA. B bonblnHCTBE CyvaeB 60bLIMHCTBO Mep He3onacHOCTU A
BTOPOCTENEHHOrO NPUIOKEHUA MOXKET 6bITb 0becneyeHo cuctemoin obLLel NoaAAEPKKM UK FNaBHbBIM
NPUAOXKEHNEM, C KOTOPbIM OHM UCNOAb3YIOTCA. ECv 3TO BepHO, TO BRaaenel, UHPOPMALMOHHOWN
cucTembl o6LLelt NoaaepP KM MU FNAaBHOTO NPUAOKEHUA ABAAETCA BAagebLlem MHGOPMaLMOHHOM
CUCTEMbI A1 BTOPOCTENEHHOO NPUIOKEHNA N OTBETCTBEHEH 3a Pa3paboTKy niaHa obecneyeHus

1 MNpumep npeactaBseT ManeHbKyIo BbIGOPKY cucTem obLieit NOAAEPIKKM; 3TO HE MCHePNbIBaOLLMIA CIIMCOK.
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6e30MacHoOCTM cuctTembl. [LonosHUTEIbHbIE Mepbl 6e3onacHOCTU, cneunduyHble gas BTOPOCTENEHHOro
NPUNOXKEHUS, AONKHbI ObITb 3340KYMEHTMPOBaHbI B N1aH obecnevyeHns 6e30nacHOCTM CUCTEMBI KaK
npunoXKeHne naun pasgen. Bnageneu BTopocTeneHHOro NpuaoXKeHns (4acTo 3TO TOT Ke camMblit Bnagenel,
MHbOPMaLMM) MOKET pa3paboTaTb NPUNOKEHUE UM PA3AEN, ONUCIBAOWMIA AONOAHUTENbHbIE MepbI
6e3onacHocTu. MoHbIM NhaH obecneyeHns 6e30nacHOCTU cucTembl 0bLLelr NoAAEePKKN AN T1aBHOTO
NPUNOXKEHUA A0KEH ObITb 06LMM COBMECTHO C BAaaebLem nHpopmaLumu.

BTopocTeneHHoe NPUNOXKEHNE MOXKET MMETb HU3KYIO N YMEPEHHYIO KaTeroputo 6esonacHoctn no FIPS
199. OgHaKo, eciv BTOPOCTENEHHOE NPUIOKEHME Ba3npyeTca Ha CUCTEMY Y KOTOPOI HET afleKBaTHOM
3aLLMTbl FPaAHUL, BTOPOCTENEHHOE NPUNOXKEHNE AOMKHO PEaM30BbIBaTb MMHMMA/IbHbIE Ha30Bble Mepbl
6e3onacHocTU, Tpebyemble y3/10M UM B3aMMOAENCTBYIOLLEN CUCTEMOIA.

2.5 Mepbl 6e3onacHocTH

FIPS 200 onpegenaet cemHaauatTb MMHMMANbHbIX TpeboBaHWM 6e3onacHocTu ans deaepasbHOM
MHOPMALUM U MHPOPMALMOHHDBIX cucTem. TpeboBaHMA NPeACTaBAAIOT BCEOOLEMIOLLYIO,
cbanaHCcUpOBaHHYIO Nporpammy MHGOPMaLMOHHON 6e30MacHOCTM, KoTopas onpeaenseT
OpraHM3aLMOHHbIE, SKCM/IYaTaUMOHHbIE U TEXHUYECKME acMNeKTbl 3aLMTbl KOHPUAEHUNANBHOCTH,
LeNOCTHOCTU N AOCTYNHOCTU deaepanbHOM MHPopMauum U MHGOPMALMOHHBIX CUCTEM. AT@HTCTBO
OOJIKHO BbIMOHUTb MUHUMa bHbIEe TPE6OBaHUA 6e30NacHOCTU B 3TOM CTaHAAPTE, NPUMEHSAA Mepbl
6e3onacHOcTH, BblbpaHHble B cooTBeTcTBUM € NIST SP 800-53 1 onpepensemble YpOBHAMU BO34ENCTBUA
Ha MHGOPMALIMOHHbIE CUCTEMbI. Y areHTCTBa ecTb rMOKOCTb, YTOObI aganTMpoBaTh 6a3oBbie Mepbl
6€30MacHOCTM B COOTBETCTBUM C MONOMKEHUAMM U YCNOBUAMMU, COOPMYINPOBAHHbIMM B CTaHAAPTE.
PaboTbl No asanTaumMm BKAOYAOT: (i) NpMeHeHMe pyKoBOACTBa NO YY4ETY 06BEKTOBbIX 0CObeHHOCTEN;
(ii) onpeneneHme komneHcupyoLnx mep 6esonacHocTu; U (iii) onpeaeneHne ycTaHOBAEHHbIX
areHTCTBOM NapaMeTpoB B mepax 6e3onacHOCTH, rae 3To no3BosieHo. B nnaHe obecneyeHus
6e30MacHOCTU cUCTEMbI A0JIKHbI BbITb 3340KYMEHTMPOBAHbI BCe paboTbl Mo aganTtauumu.

2.5.1 Pykosodcmeo no y4émy o6veKkmoebix ocobeHHocmeli

PykoBOACTBO MO Y4ETY 06 BEKTOBbLIX OCOBEHHOCTEN NPEAOCTaBAAET areHTCTBY KOHKPETHbIE NOJIOXKEHUA U
YCNOBUA MO NPUMEHUMOCTM U pPeanmsaLmm oTaenbHbIXx Mep 6e3onacHocTn B 6a30BbIx Habopax mep
6e3sonacHocTn, onpeaeneHHbix B NIST SP 800-53. Hecko/lbKO pacCMOTPEHMUIA, ONUCAHHbIX HUXKE, MOTYyT
NnoTeHLMaNbHO BO34ENCTBOBATL HA TO, Kak Mepbl obecneyeHns 6a30B0ro ypoBHA 6e30nacHocTH
NPUMEHAIOTCA areHTCTBOM. MaaHbl obecneyeHma 6€30NacHOCTM CUCTEM A0IKHbI ACHO ONpeaenaTb,
KaKkne mepbl 6€30NacCHOCTM UCMO/b3YIOT PYKOBOACTBO MO YYETY 0OBEKTOBLIX OCOOEHHOCTEN, M BKIOYATD
onucaHue BUAOB PAaCCMOTPEHUN, KOTopble bblnn caenaHbl. NMpUMeHeHMe PyKOBOACTBA MO YYETY
06BbEKTOBbIX 0COBEHHOCTEN A0/IKHO ObITh PACCMOTPEHO M 0406PEHO CAHKLMOHNPYHOLLUM
OOMKHOCTHBIM JIMLLOM MHPOPMALMOHHOM CUCTEMBI.

PaccmompeHus, cea3aHHbIe ¢ mexHosoauel -

— Mepbl 6e30NaCHOCTH, KOTOpble 06PALLLAIOTCA K KOHKPETHbIM TEXHO/IOTUSAM (Hanpumep,
6ecnpoBoaHasn cBA3b, KpUNTOrpadus, MHGPACTPYKTYPa NYBANYHbIX K/KOYER) OOMKHBI
NPUMEHATBLCA TO/IbKO €C/IU 3TN TEXHOIOMMM UCMONB3YIOTCA UK TpebytoTcA AN NCNoIb30BaHWA B
MHPOPMaLMOHHOM cucTeMe.

—  Mepebl 6e3onacHoCTH AO/TXKHbI MPUMEHATLCA TOJZIbKO K TEM KOMMNOHEHTAM MHd)OpMaLLMOHHOVI
Cncrtembl, KOTOpble, Kak NpPaBuao, obecneymBatoT BO3MOMKHOCTH 6e30ﬂaCHOCTM, onpegenAaembie
MUHUMaA/ZTbHbIMU Tp66OBaHMHMVI 6e3onacHoCTu.
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Mepbl 6€30MacHOCTU, KOTOPbIE MOTYT BbITb UM BHO UM HEABHO NOAAEPKaHbI
aBTOMaTU3MPOBAHHbIMU MEXaHU3Mbl HE J0/1XKHbl TPeb0BaTb Pa3pPaboTKM TaKUX MEXAHM3MOB,
€C/IM MeXaHM3Mbl Y¥Ke CYLLECTBYIOT UM AOCTYMNHbI B KOMMEPYECKUX UAU NPaBUTENbCTBEHHbIX
CTaHAaPTHbIX NPoAyKTax. YTobbl yA0BNETBOPUTD MUHUMA/IbHbIE TPeboBaHMA 6e30nacHOCTU B
CUTYyaUMsX, KOrda aBTOMaTU3NPOBaAHHbIE MEXaHU3Mbl HE ZOCTYMNHbI UM TEXHUYECKUN He
BbINOJIHUMbI, AO/KHbI UCMO/1b30BaTbCA KOMMEHCUPYLOLME Mepbl 6@30MacHOCTU, peannsyemble
yepes HeaBTOMATM3NPOBAHHbIE MEXaHU3MbI UM NpoLeaypbl.

PGCCMOI’anHUFI, CB8A3aHHbIE C O6U4UMU mepamu b6esonacHocmu -

Mepbl 6e30MacHOCTH, onpeaensemble areHTCTBOM KaK obLiue mepbl 6€30NMacHOCTH, A0/IXKHbI, B
60/bLUMHCTBE CNyYaeB, YNPaBAATbCA KEM-TO B OpraHM3auum NOMMMO BNaaenbLa
nHpopmaLMoHHOM cucTembl. Kaxkagas mepa 6esonacHocTn B 6a3oBom Habope mep 6esonacHocTH
OOJIKHA onpeaenaTbCa UM areHTCTBOM Yepes obLume mepbl 6€30MacHOCTU UK BagebLEeM
MHPOPMALMOHHOM CUCTEMBI. PelueHuns 0 HazHauYeHMM obLwmux mep 6€30MacCHOCTM He JO/KHbI,
O/AHAKO, B/INATb HA OTBETCTBEHHOCTb areHTCTBa NO 0becneyeHnto HeObXoaUMbIX Mep
6e3onacHocTH, Tpebyemblx, 4TOObI BbINOJHUTD MUHUMAbHbIE TPeboBaHUA 6e30nacHOCTM oA
MHPOPMaLMOHHON cncTembl. ([onosHuTenbHas nHopmauma 06 obLmx mepax 6esonacHocTu
npeacTasneHa B pasgene 2.5.3.).

PaccmompeHus, ceA3aHHbIe ¢ UHCf)OpMCIL{UOHHbIMU cucmemamu omkpbsimoeo docmyna -

Mepbl 6e30MacHOCTH, CBA3AHHbIE C UHPOPMALMOHHBIMM CUCTEMAMM OTKPbLITOTO AOCTYNA, AO/KHbI
ObITb TLWATENIbHO PACCMOTPEHbBI M MPUMEHEHHbIN C OCTOPOXKHOCTLIO, TAK KaK HEKOTOPbIE U3 Mep
6e30nacHOCTM U3 yKasaHHbIX 6a30BbIX HAOOPOB Mep 6e30nacHOCTM (Hanpumep, Mepbl
6e30MnacHOCTM NepcoHana, Mepbl MAEHTUGUKAUMKN U ayTEHTUPUKALMKM) MOTYT BbITb He
NPUMEHUMbI K NO0/1Ib30BaTENAM, MOJIYYaOLLMM JOCTYN K MHOOPMALMOHHBIM CUCTEMAM Yepes
obwwme nHTepdenco.t?

PaccmompeHus, cea3aHHbie ¢ UHgpacmpykmypoli -

Mepbl 6e30MacHOCTH, KOTopble 06PaLLAOTCA K CNY»K6am areHTCcTBa (Hanpumep, KOHTPO1b
dM3nYECKOro AOCTyNa, TaKoW KaK 6JI0KMPOBKM U OXPaHa, KOHTPO/Ib 338 COCTOAHUEM OKPYKatoLel
cpeabl No TeMnepaType, BAAXKHOCTU, OCBELLLEHWIO, OTHIO M SHEpPrnK), ByayT NPUMEHMMbI TOIbKO K
TeM acnekTam ciykb, KoTopble HenocpeacTBEHHO 06ecneynBatoT 3aLLMTY, NOALEPHKKY UK
CBf3aHbl C UHPOPMALMOHHOM CUCTEMOM (BKNHOYAA aKTUBbI MHPOPMALMOHHBIX TEXHONOTUIA TaKKe,
KaK 2/IEKTPOHHAsn NoYTa uam Beb-cepsepbl, depmbl cepBepos, MHGOPMALLMOHHbBIE LLEHTPbI,
ceTeBble y3/bl, 060pyA0BaHME KOHTPOIA UHTEPDENCOB M 0H6OPYAOBaHME CBA3M).

2 Hanpumep, B TO Bpems Kak Mepbl 6a3080ro ypoBHA 6e30nacHOCTU TPebyoT NAeHTUGUKALMMU U ayTeHTUPMKaLMK
nepcoHana opraHM3aumm, KOTOPbI CONPOBOXKAAET M NOAAEPHKUBAET MHPOPMALMOHHbIE CUCTEMbI, KOTOPblE
NPeAoCTaBAAOT YCAYIM OTKPLITOrO AOCTYNa, Te ¥Ke camble Mepbl 6€30MacHOCTU, MOTYT He TpeboBaTbeca ANs
no/sib30BaTesel, NoNyYaoLWMX AOCTYN K 3TUM CUCTEMAM Yepes OTKPbITble MHTepdelicbl, 4Tobbl NoayyYaTb Nyb6AMYHO
AocTynHyto nHdopmaumio. C pyro CTOPOHbI, AEHTUOUKALMA U ayTEHTUOMKALMA AOMKHbI TPeboBaTbCA ANA
nosb3oBaTesel, NoNyYaoLWMX AOCTYN K MHOOPMALMOHHBIM CUCTEMAM Yepes OTKPbITble MHTepdenchbl 4OCTYNA K UX
NpUBaTHbIM/NEPCOHANbHBIM AaHHbIM.
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PGCCMOmpEHUﬂ, CB8A30HHbIE C paCcWupAemMocmebio -

— Mepbl 6e30MacHOCTM A0KHbI ObITb MaclUTabnpyembl B 3aBUCUMOCTHM OT pasmepa U
KOMMJIEKCHOCTM KOHKPETHOro areHTCTBa, Ppeannsyowero Mmepbl 6€30nacHOCTA, U YPOBHSA
BO34eMNCcTBMA Ha MHOOPMALIMOHHbIE CUCTEMbI. PaclumMpsaemocTb onpeaenseT WUPUHY U rnybuHy
peanusauunm mep besonacHocTn. MacwtabupoBaHme mep 6e30MacHOCTM K onpeaeneHHon cpeae
MCNONb30BaHMA TpebyeT OCMOTPUTE/IbHOCTU, YTODbI rapaHTMPOBATb peHTabeIbHbIM, OCHOBAHHbIN
Ha pUCKe Noaxoa, K peanusaummn mep 6esonacHoctn.t®

PGCCMOI’anHUFI, CB8A30HHbIE C PUCKOM -

— Mepbl 6€30MacHOCTH, KOTOPbIE NOAAEPKMBAKOT UCKHOYMTENIBHO Lenn 6e3onacHoCTH
KOHPUAEHLMANbHOCTb, LeIOCTHOCTb MAKN A0CTYNHOCTb MOTYT BbITb NOHMMEHbI 40
cooTBeTcTByOLWMX Mep 6e3onacHocTn B 6onee HU3KOM Ha3oBom Habope(uam CooTBETCTBEHHO
M3MeHeHbI NN YCTPaHEHbl eC/iM He onpeaeneHbl B 6onee HU3Kom 6a3oBom Habope), ecnu, U
TOJ/IbKO eC/n, AeACTBUE NOHUKeHUA: (i) HeNPOTUBOPEUMBO C KaTeropMpoBaHMem 6e30MacHOCTU No
FIPS 199 ans cooTBeTCTBYIOLWMX Lienel 6e30nacHoCTU KOHPUAEHLUMANbHOCTU, LeIOCTHOCTU UAN
[OCTYMNMHOCTM A0 NepexoAa K HamBbICLLEeN ou,eHKe.14 (i) noaaep>kaHO OLEHKOW PUCKa areHTCTBOM;
u (iii) pencTBUTENbHO He BAUSET Ha MHpOPMaLIMIO, OTHOCALLYIOCS K Be3onacHocTH, B
nHbOpPMaLMOHHON cucteme.®

2.5.2 KomneHcupyrowjue mepol 6e3onacHocmu

KomneHcupyoume mepbl 6€30NacHOCTM 3TO yNpaB/ieHYECKUE, IKCNNYaTALUNOHHbIE UM TEXHUYECKUE
Mepbl 6€30MacHOCTM, UCNO/Ib3YEMbIE areHTCTBOM BMECTO NPeAnnCcaHHbIX Mep 6e30MacHOCTM B HU3KOM,
YMEPEHHOM UK BbICOKOM 6a30BbIX Habopax mep 6esonacHoOCTK, KoTopble obecrneynBsatoT
SKBUBA/IEHTHYIO MW CONOCTAaBUMYIO 3aLUTY A8 MHPOPMALMOHHOM cucTembl. KomneHcupytowme mepsl
6e30nacHOCTU A1 UHPOPMALIMOHHOM CUCTEMbI AO/XKHbI MCMONb30BATLCA areHTCTBOM TO/IbKO MpU
cneayowmx ycnosusax: (i) areHTCTBO BbIBUPaeT KOMNEHCUPYOLLME Mepbl 6e30NacHOCTU U3 KaTanora mep
6e3onacHoctm NIST SP 800-53; (ii) areHTCTBO NpeAcTaBaseT NosiHoe U ybeautenbHoe 060CHOBaHUE U
MOTUBUPOBKY TOrO, YTO KOMMNEHCUPYHOLLME MePbl 06ecneyYnBaloT 3KBUBANIEHTHbIE BO3MOMHOCTH
6€30MacHOCTM UK YPOBEHb 3aLLUTbI AN UHPOPMALMOHHOW cucTembl; U (iii) areHTCTBO oueHMBaeT U
$bopManbHO NPUHUMAET PUCK, CBA3AHHDIN C UCNONb30BaHNEM KOMMEHCUPYIOLLMX Mep 6e3onacHoCTU B
MHPOPMALIMOHHOM cucTeMe. Mcnoib30BaHNE KOMMEHCUPYIOLWMX Mep 6e30MacHOCTU A0NXKHO BbITb

3 Hanpumep, nnaH A4encTBnin Npu HenpeasuAEHHbIX 06CTOATENBCTBAX A1 KPYNMHOW M KOMMJIEKCHOW OpraHM3aumm ¢
MHPOPMALMOHHBIMU CUCTEMAMM YMEPEHHOTO MU BbICOKOFO BO3A4ENCTBUA MOKET BbiTb AOBOILHO BO/bLWIMM M COAEPKaTb
CyLLLECTBEHHOE KO/IMYECTBO AeTanel peanunsaumm. HanpoTue, NaaH AeNCTBMIA NpY HenpeaBuAEHHbIX 06CcToATeNbCTBAX AN
HebobLWOoW OpraHmn3aLmm ¢ UHGOPMALLMOHHON CUCTEMOM HU3KOTO BO3AENCTBUA MOXKET BbITb 3HAUNTENBHO MEHbLLE U
copepKaTb HAMHOIO MeHblUe geTanein peanmsalmu.

14 Korga vicnonbayeTca KOHLENLMA "HauBbICLLEro 3Ha4eHNA", HeKoTopble U3 Leneit 6e3onacHocTy (To ecT,
KOHOUAEHLMANbHOCTb, LeNOCTHOCTb UM AOCTYMHOCTb) MOTYT 6bITb YBEANYEHBI A0 60/1ee BbICOKOrO YPOBHA BO34ENCTBUA.
Kpome Toro, mepbl 6€30MacHOCTM, KOTOPblE NOAAEPKUBAIOT UCKTIHOUUTEIbHO 3TU LeIM 6€30MacHOCTM A0/IXKHbI ObITb TaKKe
nosbilweHbl. CegoBaTelbHO, OPraHM3aLmMmn AOKHbI YYUTbIBATb, YTO COOTBETCTBYHIOLME U AONYCTUMbIE AeMUCTBUA NOHUMKEHUA
[O0/IXKHbI FApPaHTUPOBATL peHTabenbHoe, 6asmpyemoe Ha puUcke NpuMeHeHne mep 6e30nacHOCTU.

5 Nndpopmaumio B UHPOPMALMOHHOI ccTEeMe, OTHOCALLYIOCA K 6e30MacHOCTM CUCTEMHOTO YPOBHA (Hanpumep, daiinbl napons,
ceTeBble TabauLbl MapLpyTU3aumm, MHGopPMaLMaA yrnpasaeHna KpMnTorpadpuyeckumm Katodamm) HeobxoAMMO OTAIMYUTL OT
MHPOPMaLMM NONb30BATENLCKOrO YPOBHA. HeKoTopblie mepbl 6e30MacHOCT B UHGOPMALLMOHHOM CUCTEME MCNO/b3YHOTCA,
4yTobbI NOAAEPKATL Lenn 6e30NacHOCTM KOHOUAEHLMANBHOCTb U LLeNOCTHOCTb KaK A1a MHGOPMALMN CUCTEMHOTO YPOBHSA, TaK U
A1A MHOPMaLMKM NONb30BATENLCKOTO YPOBHA. OpraHn3aLmm S0KHbI OTHOCUTBLCA C OCTOPOXKHOCTLIO K MOHMMEHUIO Mep
6€30MacHOCTH, CBA3AHHbIX C KOHPUAEHLUMANBHOCTBIO UK LeNIOCTHOCTLIO, YTOObI rapaHTUPOBATL, YTO AENCTBME MOHUMKEHNA HET
B/IMAET HAa MHGOPMaALMIO, BaXKHYLO a5t 6e30nacHOCTM B UHGOPMALMOHHOM cUCTEME.
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PaCCMOTPEHO, 3aA0KYMEHTUPOBAHO B NJ1aH obecneyeHns 6€30MaCHOCTM CUCTEMBI U O,D,O6pEH
CaHKUMOHUPpYOWMM AO0/TIKHOCTHbIM TIMUOM ONA MHd)OpMaLI,MOHHOﬁ CUCTEMBDI.

2.5.3 Obwue mepoi obecneyeHus 6esonacHocmu

Obuiee ans areHTCTBA NpeAcTaBAeHne nporpammbl obecrneyeHns MHGOpPMaLMOHHOM 6e3onacHOCTH
obneryaet naeHTMOMKaLNIO 06LWMX Mep obecneveHna 6e30NacHOCTU, KOTOPble MOTYT ObITb MPUMEHEHbI
K 0AHOM uam 6onee MHPOPMALMOHHBIM cMcTeMam areHTcTBa. Obwme mepbl obecnedveHma 6e3onacHOCTU
MOTYT NPUMeHUTLCS: (i) Ko Bcem MHOOPMALMOHHbBIM CUCTEMAM areHTCTBa; (ii) rpynne MHGOPMaLMOHHbIX
CUCTEM Ha KOHKPETHOM 06beKTe MHbOPMaTM3aUMK (MHOTAa acCoUMMPYETCA € MOHATMEM 06beKTOBasA
ceptuduKauma/atrectaums); uam (iii) K 06WMM MHDOPMALMOHHBIM CUCTEMaM, NOACUCTEMAM UM
NPUNONKEHNAM (TO ecTb, 06LMM annapaTHbIM CpeacTBam, MPorpaMmHomMy obecnedyeHnio u/mamn
BCTPOEHHOMY MUKPOMPOrpammMHomMy obecnedyeHunto), pa3BepTbiBaEMbIM Ha MHOTUX 06beKTax
3KcnayaTauum (MHOr4a accoumMmMpyeTca C NOHATMEM TUMoBan cepTuduKaums/atrectauma). Obwme mepbl
obecneyeHns 6€30NacHOCTU, MAEHTUDMUMPYEMBIE, KaK NPaBMIO, BO BpemMa obLLero Ans areHTcTea
npouecca ¢ ydactnem ClO, SAISO, CaHKUMOHMPYIOWKNX A0NKHOCTHBIX UL, BAaSeNnbL,es
MHOOPMALMOHHbBIX CUCTEM U COTPYAHUKOB 6e30NnacHOCTN MHPOPMALIMOHHbBIX CUCTEM (M MEHEKEPOB
nporpamm paspaboTKu B cydae obwux mep obecrneyeHma 6e3onacHOCTU AN 06LMX annapaTHbIX
cpeacTs, nporpammHoro obecneyeHms U/Mam BCTPOEHHOrO MUKPONPOrpaMmHOro obecneyeHns), UMeroT
cneayowpe CBOMCTBA:

e Pa3paboTka, peanmsauma 1 oueHKa obwmx mep obecneyeHns 6e30nacHOCTM MOXKET BbITb
nopyyeHa OTBETCTBEHHbIM A0/IKHOCTHLIM IMLAM areHTCTBA UM CTPYKTYPHbIX eANHUL,
(Kpome BnagenbLes MHGOPMALIMOHHbIX CUCTEM, YbM CUCTEMbBI BYAYT peannsosaTb Uau
MUCMNob30BaTb 3T 06LME Mepbl obecneyeHns 6esonacHocTH);

e  Pe3synbTaTbl OLEHKM 06LWMX mep obecneveHna 6€30NacHOCTM MOTYT UCMOJ1b30BaThCA ANA
noAaaep*Kn NPoLLeccoB cepTudUKaLMm 1 aTtectaumm 6e3onacHocT MHGOPMAaLIMOHHbIX
CUCTEM areHTCTBa, rae 3TM Mepbl 6e30NacHOCTU NPUMEHAIOTCA.

MHorune 13 ynpas/iieH4ecKMx U 3KCNayaTauMoHHbIX mep 6e3onacHocTK (HanpMmep, Mep NAaHNMPOBaHUA
obecneyeHna 6€30NacHOCTM Ha CyYalt HenpeaBUAEHHbIX CUTyaLmii, mep obecneyeHns peakumm Ha
MHUMAEHTbI 6e30NacHOCTM, Mep 0byyeHna 1 ocBoeHua besonacHocTM, mep 6e3onacHOCT NepcoHana u
mep obecneyeHunn dpuamnyeckoi 6e3onacHoOCTH), HEOBXOANMbIX 1A 3aLLMTbI MHGOPMALLMOHHbIX CUCTEM
MOTYT 6bITb NPEBOCXOAHBIMU KaHAMAATaMM Ha cTaTyc obwmx mep obecneyeHnn besonacHoctu. Lienb
COCTOMT B TOM, YTO6bI YMEHbLUNTL CTOMMOCTb 0becneyeHnn 6€30NacHOCTM, LLEHTPaIM30BaHHO ynpaBaaAn
paspaboTKoi, peannsaumein 1 oueHKon oblmx mep obecneyeHms 6e30MacHOCTU, onpeaensiembix
areHTCTBOM — W, BNOCNEACTBUW, COBMECTHO MUCMO/b3yA Pe3y/bTaTbl OLEHKM C BAageNbLamm
MHPOPMALMOHHbBIX CUCTEM, Fae 3T obwume mepbl obecnedyeHnn 6esonacHOCTU NpumeHsoTcA. Mepbl
6e30MacHoOCTH, He onpegensemble Kak oblime mepbl 6e30NacHOCTU, cUUTaOT mepamu be3onacHocmu
crneyu@uUYHbIMU 018 cCUCMeMbl W ABNAIOTCA OTBETCTBEHHOCTbIO BAaZe bLia MHGOPMALMOHHOW CUCTEMDI.
MnaHbl 0becneyeHns 6€30NaCHOCTU CUCTEM A0JIXKHbI ACHO NAEHTUDULMPOBATb, KaKMe Mepbl
6e30nacHOCTM ONpesensanmcb Kak oblime mepbl obecneyeHns 6€30MNacHOCTM U Kakne mepbl
6e30MacHOCTM onpeaensaich Kak mepbl 6e30nacHoCTH, cneunduyHble 418 CUCTeMBI.

Ona apdekTMBHOCTU MCNONb30BaHMA B pa3pabaTbiBaemMbix NiaHax obecnevyeHns 6e30NacHOCTU CUCTEM,
o6wwme mepbl obecneyeHma 6€30NacCHOCTU AOMKHbI ObITb €4MHOXAbI 3aL0KYMEHTMPOBAHbI U 3aTEM
BCTABAATLCA MM UMMNOPTUPOBATLCA B KAl NaaH obecnevyeHns 6€30NacHOCTM MHPOPMALMOHHbIX
cUCTEM B areHTcTee. YenoBek, OTBETCTBEHHbIM 3a peasim3aumio oblwmx mep 6€30nacHOCTH, A0MKeEH ObITb
yKasaH B nnaHe obecnevyeHuns 6esonacHocTn. MakcmanbHaa 3¢pGeKTUBHOCTb NPUMEHEHMA 0BLWUX mep
obecneyeHns 6e3onacHOCTU B NpoLecce NAaHUPOBaHUA 6G€30NAaCHOCTM CUCTEM 3aBUCUT OT CeAYHOLLIMX
dakTopoB:
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e  AreHTCTBO MMeET pa3paboTaHHOE, 33 0KYMEHTMPOBAHHOE W PacnpoCTPaHeHHOoe cneunanbHoe
PYKOBOACTBO MO naeHTUGUKaLMM 0bLLmx mep obecneyeHns 6esonacHoCcTy;

e  AreHTCTBO BO3/10}KWN/10 OTBETCTBEHHOCTb 33 KOOPAMHALUMIO MAEHTUOMKALMM N PAaCCMOTPEHMA
06wwmx mep obecneyeHna 6e30MacHOCTU M cornacoBaHne 0603HaYeHUs obLWMx mep besonacHoCTH
Ha oPUUMANbHBIX AOKHOCTHbIX JINL, PYKOBOACTBA C 0653aHHOCTAMM MO NPOrpaMmmam
obecneyeHuna 6esonacHoCcTH, Takumm Kak ClO nnm SAISO;

e Bnagenblbl cucTEM A0NKHbI 6bITb MHPOPMUPOBAHbI O NpoLecce NAaHUPOBaHUA obecrneyeHns
6€30MacHOCTM CUCTEM, BKKOYAA MCMOJIb30BaHWe obLwmx mep 6e3onacHocTH; 1

e  Kak yacTb npouecca A0KHO OCYLLECTBAATLCA KOHCY/IbTUPOBAHME C 3KCNepTaMuM areHTCTBa B
YCTaHOB/IEHHbIX 061acTAX 06WMX Mep obecrnedyeHns 6e30MacHOCTH.

AreHTCTBO MOXKET TaK»Ke Ha3Ha4ynUTb rMbpUAHbIN CTaTyc Ha mepbl 6e30MacHOCTM B CUTyaumMAX, rae ofaHa
YyacTb Mepbl 6€30MacHOCTM, KaK MNoJaratoT, ABAeTcA obLLel, B TO BpeMa KakK gpyras 4acTb Mepbl
6e30nacHOCTH, KaK nonaratot, cneumduyHa 4na cuctemol. Hanpumep, areHTCTBO MOXKET pacCMaTpuBaTb
mepy 6e3onacHoctu IR-1 (MonuTmKa 1 npoueaypbl Peakummn Ha MHUMAEHTbI), Kak TrMbpuaHyo mepy
6€30MacHOCTM, NPUHUMAEMYIO KaK 0bLLyH0 B YaCTW NONUTUKM Mepbl 6€30NacHOCTU, U NPUHUMAEMYIO KaK
cneumduryeckyto a8 CMCTEM B YacTu npoueayp obecnevyeHns 6esonacHocTU. MTMbpuUaHbIE Mepbl
6€30MacHOCTM MOIYT TaKKe CAYXKUTb WabaoHaMM g5 falbHENLLENO YCOBEPLUEHCTBOBAHNA Mep
6e30nacHOCTU. ATeHTCTBO MOXET XOTeTb, Hanpumep, peannsosatb mepy 6esonacHoctn CP 2 (MnaH
AEeNCTBUIM Npu HenpeaBUAEHHbIX 06CTOATENbCTBAX) KAaK OCHOBHOM WabaoH ans 0606uweHHOro niaHa
AEeNCTBUIM Npu HenpeaBUAEHHbIX 06CTOATENbCTBAX A5 BCEX MHPOPMALIMOHHbBIX CUCTEM areHTCTBa C
KOHKPETHOM afanTalumMeli N1aHoB BAaaebLuamm HGOPMaUNOHHBIX CUCTEM, rae TpebyeTcs, ans
cneundmryHbIX ANna cucTembl npobnem.

Bnagenbubl MUHGOPMALMOHHBIX CUCTEM OTBETCTBEHHbI 3a /I0Oble cneumduUUHble ANna cuctem npobnemol,
CBA3aHHbIe C peanusaumen obLmx mep obecneyeHns 6e3onacHOCTM areHTCTBa. 3T Npobaembl
NOEHTUONUMPYIOTCA M ONUCHIBAIOTCA B NaHax obecneyeHna 6€30MacHOCTY KOHKPETHbIX
MHPopMaUUMOHHbIX cnuctem. SAISO, aencreytowmii oT umeHn ClO, AoNKEH KOOPAMHUPOBATL C
OOKHOCTHBIMM INLLAMM AareHTCTBA (Hanpumep, MeHeAKepamm No CpeacTBam, Ha4albHUKaMM OTAENO0B,
PYKOBOAUTENAMM OTAE/I0B KaZpOB), OTBETCTBEHHbIMM 33 Pa3paboTKy U peannsaumio yCTaHOBIEHHbIX
obwux mep obecneveHma 6esonacHocTU, YTOObI rapaHTUPOBATL, YTO TPebyemble Mepbl 6e30MacHOCTH
MCNONb3YOTCA, Mepbl 6€30MacCHOCTM OLEHEHbI, U pPe3y/bTaTbl OLEHKN MCMNOJ/Ib3YHOTCA COBMECTHO C
COOTBETCTBYHOLLMMM BAALENbLAMU MHPOPMALLMOHHBIX CUCTEM.

PaspeneHune mep 6esonacHocTn Ha 06LMe mepbl obecrneyeHma 6e30nacHOCTU U cneumdUUHbIX AN
cucTem mepbl 6e30NacHOCTU MOXKET MMETb Pe3y/bTaT B CYLLECTBEHHOW S3KOHOMUW A/1A areHTCTBa B
CTOMMOCTHM Pa3paboTKK 1 peannsaumm mep 6e30MacHOCTM. ITO MOKET TaKKe MMETb pe3yabTaT B bonee
HEenpoTMBOPEUYMBOM NPUMEHEHNM Mep Be30MacHOCTU AJ1A areHTCTBa B Lie/IoM. Kpome Toro, Takas-xe
SKOHOMMA MOXKET MUMETb MECTO B NpPoLLecce cepTudUKaumm 1 aTrectaumm 6esonacHocTn. Bmecto Toro,
yTObbI OLLEeHMBaTb 0bLwMe mepbl obecnevyeHna 6e30NacHOCTU B KaXKA0N MHPOPMALIMOHHOM cnucTeme,
aTTecTauma UCnonb3yeT Ntobble MPUMEHUMbIE Pe3yNbTaTbl akTyasibHelL el OLEHKM 0BLLMX Mep
obecneyeHns 6e30MNacHOCTH, BbINOIHEHHbIE HA YPOBHe areHTcTea. OB6LLUMIA A8 areHTCTBa NOAXOA4 K
NMOBTOPHOMY 1 COBMECTHOMY MCMO/1b30BaHMNIO PE3Y/1bTaTOB OLLEHKM MOXET 3HaUNTENIbHO YAYYLLINUTb
OeACTBEHHOCTb cepTUdUKaLM 1 aTTecTaumii 6e30NacHOCTU, MPOBOANMbIX areHTCTBOM, W 3HAUUTE/IbHO
YMEHbLLNUTb CTOMMOCTb MPOorpamMmbl obecrneveHms 6e3onacHoCTU.
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HecmoTps Ha To, UTo KOHUeNuus pasgeneHmsa mep 6e3onacHocTU Ha obwue mepbl 6€30MacHOCTU U
cneumduyHble ANA CUCTeMbl Mepbl 6e30MacHOCTN NPOCTa U UHTYUTUBHA, MPUMEHEHMeE 3TOro NPUHLUMNA B
areHTcTBe TpebyeT NNaHMPOBaHUA, KOOPANHALMA U HACTOMYMBOCTU. ECNIM areHTCTBO TONbKO HauyMHaeT
peann3oBbIBaTb 3TOT NOAX0A, UAW TONbKO YaCTUYHO Peanr3oBasno 3TOT NOAX04, 3TO MOoXKeT noTpebosaTb
BpeMeHM, YTobbl M3BJIEYb MaKCUMa/IbHYIO NOJb3Y U3 pasaesneHuns mep 6e30nacHOCTU U CBA3AHHOMO
MOBTOPHOrO MCMO/Ib30BaHWUA CBMAETENbCTB OLEHKM. M3-3a NOTEHLMANbHON 3aBUCUMOCTH OT 06LLMX Mep
6e30MacHOCTM MHOTMX 13 MHOOPMALIMOHHbIX CUCTEM areHTCTBa, HapylueHue obLwmx mep besonacHocTH
MOXET MMETb Pe3y/bTaT B CYLLLECTBEHHOM YBE/IMYEHNM PUCKA Ha YPOBHE areHTCTBa - PUCKa ABAAIOLLErocs
pe3y/nbTaToM AeATeIbHOCTU CUCTEM, KOTOPbIE 3aBUCAT OT 3TUX Mep 6e3onacHoCTH.
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3. Pa3paboTKa nnaHa

OCTaToOK OT 3TOr0 AOKYMEHTa PYKOBOAWT YMTaTelemM B HanMcaHUK naaHa 6e30nacHOCT! CUCTEMDI,
BK/1HOYAA SIOTMYECKME WarK, KOTopbiM HEOHX0AMMO Cef0BaTh B Noaxoasawei pa3paboTke NnaHa,
PEKOMEHO0BAHHYIO CTPYKTYPY U COAEPIKAHUE, U TO, KaK MaKCMMaNbHO UCNONb30BaTb TEKyLLME
nybankaumm NIST B appeKTMBHOM NogaepkKke paboTbl No NAaHMPOBaHUIO obecrneyeHns 6e3onacHoOCTU
cucTembl. o MHUUMMPOBaHMA PaboT A0/KHA BbITb YCTAaHOB/IEHA NOIUTUKA areHTCTBA B OTHOLWEHUK
TOTO, KaK AO/IKEH OCYLLECTBAATLCA KOHTPOIb M AOCTYN K NJaHam obecneyeHns 6e30nacHoOCTH
MHPOPMALMOHHDBIX CUCTEM.

3.1 HasBaHue u uaeHTUPUKATOP CUCTEMDbI

MepBbiM 3N1EMEHTOM, YKa3blBaeMbIM B NaaHe obecnevyeHns 6€30NacHOCTU CUCTEMBI, ABNSETCA HAa3BaHUe
n ngeHTnduKatTop cucremol. Kak Tpebyetca B Linpkynape OMB A-11, KaxKaol CUCTEME HYXKHO Ha3HauYnNTb
Ha3BaHWe W YHUKaNbHbIN naeHTUdUKaTop. NpncBoeHne yHMKanbHOro naeHTMdmKaTopa noaaepusaeTt
BO3MOXHOCTb areHTCTBa /IerKo cobmpaTb MHPOPMALMIO MO areHTCTBY U cneunduyeckne ans cuctemol
METPUKKN Be30MacCHOCTH, a TaK Ke 0b6aer4aeT NoNHYH0 OTC/IEXMBAEMOCTb MO BCeM TpebOBaHMAM,
CBA3aHHbIM C peanunsaunen u NnpumeHeHMem cuctembl. MaeHTUOMKaATOp A0NKEH OCTAaTbCA OAHUM U TEM
YK€ B TeYEHME XKU3HWN CUCTEMBI U COXPAHATLCA B XKYPHANaX pPermcTpaumm, CBA3aHHbIX C UCNOb30BAHNEM
CUCTEMBI.

3.2 KareropupoBaHue cuctembl

Karkpana cuctema, maeHTMOMLUMPOBAHHAA B PEECTPE CUCTEM areHTCTBA, AO/IKHO KaTeropmpoBaTthCs, €
ncnonbsoBaHmem FIPS 199. NIST CneuuwanbHana Mybamnkaumnsa 800-60, Pykosodcmeo 0719 omobpaxceHus
munos UH@opMayuu U UHGPOPMAYUOHHbIX cucmem K Kamezopuam be3onacHocmu, obecneynsaeT
PYKOBOZACTBO peannsaLmm no BbiNOJHEHUIO 3TOM paboTbl. Cm. Tabanuy 1 ana ceogkm kateropmi FIPS
199.

3.3 Bnapgeneu, cuctembl

B nnaHe 6e30nacHOCTU KaxKA0M cMCTEMbI IO/IKEH BbITb OnpeaenéH HasHaYeHHbIN Bnagenel, CUCTeMbI.
3TOT YeNIOBEK - K/toUueBas TouKa KoHTakTa (POC) ans cuctembl M OTBETCTBEHEH 33 KOOPAMHALMIO paboT
YKM3HEHHOrO UMKNa pa3paboTku cuctem (SDLC), npumeHUTENbHO K cucTeme. BaxkHo, 4Tobbl 3TOT
YeNI0BEK MMe/1 COOTBETCTBYHOLWME 3HAaHMA BO3SMOXKHOCTEN U PYHKUMOHANBHOCTU cucTembl. HazHaueHne
B/1a4e/1bLa CUCTEMbI A0/KHO BbITb 3310KYMEHTUPOBAHO B MMCbMEHHOM popMe, 1 NNaH A0JIKEH
BK/1H0MATb CNeAyoLLY0 KOHTaKTHYI0 MHPOpMaumto:

e WNwa

e Jlo/mKHOCTb

e  AreHTCTBO

* Agppec

e Homep TenedpoHa

e Aapec 3N1eKTPOHHOM NoYTbI
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NOTEHLUA/ILHOE BO3AEMACTBUE

Llenb 6e3onacHocTH

HU3KO

YMEPEHHO

BbICOKO

KoHghudeHyuanbHOoCMb

“CoxpaHeHne aBTOPM30BaHHbIX
orpaHuYeHuit Ha JOoCTyN U
packpbiTUe nHGopmaumu,
BK/I04AA CPEACTBA Mo 3alyuTe
HeNpUKOCHOBEHHOCTM YaCTHOW
YKU3HU U KOHOUAEHLMANBHOM
MHpopmaumm ...”

[44 U.S.C. CLUA, Cexuma 3542]

HecaHKuMoHMpOBaHHOE
pasrnaweHune nHbopmaumm, Kak
oxugaercs, byget umeTb
orpaHuYeHHoe oTpuuaTenbHoe
BO34ENCTBME Ha AeATe/IbHOCTb
OpraHu3aumm, akTuBbl
opraHu3aumm uam naen.

HecaHKuMoHMpOBaHHOE
pasrnaweHune nHbopmaumm, Kak
oxugaercs, byget umeTb
cepbesHoe oTpuLaTensHoe
BO34ENCTBME Ha AeATe/IbHOCTb
OpraHu3aumm, akTuBbl
opraHu3aumm uam naen.

HecaHKUWOHMpPOBaHHOE
pasrnalweHune nHbopmMmaumm, Kak
oxungaerca, byaet umetb
TAXKeN0e Unn
KaTactpopuueckoe
oTpuuaTenbHOe BO3AeNCTBUE Ha
[eATeNbHOCTb OpraHu3aLmu,
aKTMBbI OpPraHu3aLum unm
nogen.

LlenocmHocme

“MpUHATME Mep NPOTUB
HeCaHKLUMOHNPOBAHHOM
moanbUKaLMKn UK paspyeHns
MHpopMaLMK, BKAKOYanA
rapaHTMpoBaHue
HEOTKasyemocTu oT nHbopmauum
M e€ ayTeHTUYHOCTK ...”

[44 U.S.C. CLLIA, Cekuua 3542]

HecaHKUMOHMpPOBaHHaA
moaudUKaLma Uam paspyLleHue
MHPpopMaL MK, KaK oxuaaetcs,
6yAeT MMeTb OrpaHU4YeHHOE
oTpuLaTENbHOE BO3AENCTBUE Ha
AEeATeNbHOCTb OpraHn3aLmm,
aKTUBbI OpPraHU3aLum um
nogen.

HecaHKUMOHMpPOBaHHaA
moandUKaLma UK paspyLleHue
MHPpOopMaL MK, KaK oxuaaetcs,
6yaeT MMeTb cepbesHoe
oTpuLaTeNbHOE BO3AENCTBUE Ha
AEeATeNIbHOCTb OpraHn3aLmm,
aKTMBbI OpPraHU3aLum uam
nogen.

HecaHKuUMOHMpPOBaHHaA
moandUKaLma UAn paspyLueHue
MHpopMaL MK, KaK oxuaaeTcs,
6yaeT MMeTb TAXKeN0e Uan
KaTactpopuueckoe
oTpuLaTENbHOE BO3AENCTBUE Ha
[eATeNIbHOCTb OpraHu3aLmm,
aKTMBbI OpPraHu3aLum uam
nopen.

AocmynHocme

“FapaHTMpoBaHue
CBOEBPEMEHHOTO M HAAEKHOrO
[0CTyna K U UCNONb30BaHUA
MHpopmaumm ...”

[44 U.S.C. CLLIA, Cekuuma 3542]

MpeKkpaleHne goctyna K nuam
MCNoab3oBaHUA MHGOpMaLUn
AN MHGOPMALMOHHOM CUCTEMBI,
KaK oxugaertcs, byaeTt umeTb
orpaHUYeHHoe oTpuuaTenbHoe
BO34EMCTBME HA AEATENIbHOCTb
OopraHusaumm, akTusbl
opraHu3aumm uam ngein.

MpeKkpaleHne goctyna K nuam
MCNoab3oBaHUA MHGOPMaLUn
NN MHGOPMALMOHHOM CUCTEMBI,
KaK oxugaertcs, byaet umeTb
cepbe3Hoe oTpuLaTesibHoe
BO34EMCTBME HA AEATEIbHOCTb
OopraHusaummn, akTmusebl
opraHu3aumm uam ngein.

MpekpalleHme goctyna K nam
MCNo/b30BaHNA MHPOpMaLMK
AN MHOOPMALMOHHOM CUCTEMBI,
KaK oxugaertcs, byaet umeTb
TAXKeNoe unu
KaTactpoduueckoe
oTpuLaTENbHOE BO3AENCTBUE Ha
AeATeNIbHOCTb OpraH13aLmy,
aKTUBbI OpraHu3aLumn uam
nopen.

Tabauua 1: Kateropuposanue no FIPS 199

3.4 CaHKUMOHUpYIoLLLee A0MKHOCTHOE INLL0
B nnaHe obecneyeHns 6€30NacCHOCTN CUCTEMbI KaXK40M CUCTEMbI AOKHO ObITb ONpeseneHo
CaHKUMOHMpPYIOLWEE AOKHOCTHOE /MLO. DTOT Ye/I0BEK - BbICLLEE AO/IKHOCTHOE ML PYKOBOACTBA Y
KOTO €CTb NOJIHOMOYMSA MO CaHKUMOHUPOBAHUIO AeATeNbHOCTU (aTTecTaumm) MHGOPMaLMOHHOM CUCTEMBI
(rnaBHOro NPUIOXKEHNA K CUCTEMbI OBLLIEM NOAAEPHKKM) U MPUHATUIO OCTAaTOYHOTO PUCKA, CBA3AHHOIO
C cuctemon. HasHauyeHMe CaHKUMOHMPYIOLLEro AONXKHOCTHOMO ML AONKHO BbITb B MUCbMEHHOM
dopme, 1 NNaH A0NKEH coaep’KaTb KOHTaKTHYO MHGOPMaLMIO, KOTOpanA YKasaHa B pasgene 3.3.

3.5 [lpyrve KOHTaKTbl

3T0T pa3gen fO/MKEH COAEPKATb UMA APYroro KJKYeBOro KOHTAKTHOrO NepcoHana, KOTOPoOMy MOTyT
a4pecoBaTbCA 3aNpPOChl OTHOCUTENIbHO XapaKTEPUCTUK U 3KCNAyaTaLmMm cucTembl. [1na Kaxaoro
YyenoBeKa, YKAa3aHHOro B 3TOM paszesie Ao/KHaA ObITb YKa3aHa Ta e camas MHPopmaumsa, KoTopas
nepeuduncneHa s Pasgene 3.3.
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3.6 HasHaueHue OTBETCTBEHHOCTH 3a obecneyeHus 6esonacHocTu

B areHTCTBe f0/1KHA BbITh ONpeaeieHa NepCcoHaNbHAA OTBETCTBEHHOCTb 33 KaXAylo CUCTEMY. ITO MOXKeT
6bITb BbINO/IHEHO PAa3HbIMM CNOCOH6AaMM. B HEKOTOPbIX areHTCTBaX, 06Lan OTBETCTBEHHOCTb MOXKET ObITb
aenervpoBaHHasa SAISO. Yacto, SAISO nogaeprKMBaeTca CTPYKTYPOM cOTpyAHUKOB 6e3onacHocTy,
Ha3HAYeHHbIX HA KaXKAbl FNAaBHbIA KOMMNOHEHT. 3TU COTPYAHMKM 6E€30NAaCHOCTM MOTYT UMETb CaHKLMM MO
onpeaeneHuto TpeboBaHNM 6e30NacHOCTU ANA BCeX CUCTEM B Npeaenax UX 4OMEHA NOJHOMOYMUNA.
[pyrvne moaenn moryT cermeHTMPOBaTb 3Ty OTBETCTBEHHOCTb APYr’MMM cnocobamm, OCHOBaHHbIMM Ha
CTPYKTYPE U OTBETCTBEHHOCTM areHTcTBa. 10 3TUM Nt04aAM A0MKHA ObITb NPeLoCTaBAeHa Ta e camasn
KOHTaKTHaA nHpopmaLma, KoTopas yKasaHa B pasaene 3.3. OueHb BaXKHO TO, YTOObI 3Ta OTBETCTBEHHOCTb
6bln1a popmannsoBaHa B MMCbMEHHOM popme UAN B ONUCAHUN AONKHOCTU COTPYAHMUKA UAn
AenerMpoBaHa MeMmopaHayMOM.

3.7 dKcnayaTauMOHHbIN CTAaTyC CUCTEMDI
YKa3blBaeT 04MH UK 6onee 13 caeayroWwmx 41A SKCNAYaTaLMOHHbIX CTaTycoB cuctembl. Ecim BoibpaH

b6onee uem OAWMH CTATyC, YKa3blBaeTCA, KaKaA 4YaCTb CUCTEMbI HaXOANTCA B KaXXAO0M CTaTycCe.

®  JKcrnsyamauus - cucTema OencTsyerT.

e Paspabameieaemcs - CUCTEMA NPOEKTUPYETCSA, pa3pabaTbiBaeTCa UK peannsyeTcs.

e [lodsepzaemcsa 3Ha4YUMeAbHOU MOOUGUKAYUU - CUCTEMA NOABEPraeTca 3Ha4YMUTeIbHOMY
npeobpa3oBaHMIO WM PA3BUTUIO.

Ecnun cuctema paspabaTbiBaeTca UK NoasepraeTca sHaunTebHON moamuduKkaumm, npeaocTasnseTca
NHOGOPMALMIO O METOAAX, UCMO/b3YEMbIX UTOBbI FAPaHTMPOBATb, UTO BKAOUYEHbI COOTBETCTBYIOLLME
TpeboBaHNA 6e30nacHOCTU. B COOTBETCTBYIOLLME Pa3aesibl NaHa BKIOYAKOTCA COOTBETCTBYIOLIME MEPbI
6e30MacHOCTM B 3aBUCMMOCTM OT TOrO, e CUCTEMA HaXOAMTCA B 3KU3HEHHOM LMKNe 6e30MacHOCTY.

3.8 Tun MHGOPMALMOHHOI cUCTEMbI

ITOT pasaen nnaHa yKasblBaeT, ABAAETCA M CUCTEMA ITaBHbIM NPUIOXKEHNEM UM CUCTEMOW 0bLLEei
nogaepxku. Ecnm cuctema cogeput BTOPOCTENEHHbIE NMPUNOMKEHUA, ONULLIMTE UX B pa3aene naaHa
Obuee onucaHne/HasHayeHune. ECM y areHTCTBA eCTb AOMNOAHUTENbHbIE KaTEropPUnN TUMNOB
MHPOPMALMOHHBIX CUCTEM, U3MEHUTE WaboH, YTOObI BKAKOYATL 4pYrue KaTeropum.

3.9 O6wee onucaHne/HasHauyeHue

CocTaBbTe KpaTKoe onucaHue (0auH - Tpu ab3aua) pyHKUMIA M HasHaYeHUA cucTembl (Hanpumep,
3KOHOMMUYECKME NOKa3aTeNun, CeTeBan NoAAEPHKKa 414 areHTCTBA, KOMMEPYECKUA aHanU3 JaHHbIX
nepenucu, NoAAepKKa co3gaHNAa OTHETOB).

Ecnv cucTema ABASIETCA CMCTEMOM 06LLE NOAAEPIKKN, NEPEUYUCNTE BCE MPUIOKEHNUA,
noagep:kunsaemble cuctemoi obuiel noaaep:ku. Onpeaennte, ABAAETCA N UAN HET NPUNOMKEHUE
rNaBHbIM MPUNOXKEHNEM, U BKNIOUNTE YHUKANbHOE UMSA / nAeHTUGUKaTOp, rae npumeHMmo. OnuwmTe
DYHKUMIO KaXKa0oro npuaoxeHus n obpabatbiBaemyto MHbOpPMaLmio. BKAKOYMTE CNMCOK OpraHn3aLmii
nonb3oBaTtenei, onpeaenmnTe, ABAAKOTCA M OHU BHYTPEHHUMM UAN BHELIHMMM K areHTCTBY Badebly
cUCTEMBI.
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3.10 Cpepa cuctembl

ObecneunBaeT pestome (0auMH - Tpu ab3aLa) 06LIEro oNMcaHUA TeXHUYECKON cucTembl. BkatovaeT nobble
daKTOpbI Cpeabl UM TEXHUYECKNE GaKTOPbl, KOTOPbIE MOBLILWAT CNeunanbHblie Npobaemsl
6e30nacHOCTH, TaKME, KaK UCMOJIb30BaHME NEPCOHA/bHbIX UMPPOBLIX CEKpeTapeit, 6ecnpoBogHbIX
TexHosiormi, u T.n. O6bIYHO, Cpeabl SKCMNyaTaUUN ABNAIOTCA CAeAYOWNMM:

e ABTOHOMHDII uan manblii opuc / aomawHuit opuc (SOHO) onucbiBaeT HebobLUKE,
HedopMasibHbIe KOMMbIOTEPHbIE YCTAHOBKM, KOTOPbIE MCMONBL3YOTCA A1A AOMALIHUX UK BusHec-
uenen. ABTOHOMHbIN OPUC OXBaTbIBAET MHOXECTBO HEDO/IbLLMX CPes, N YCTPOMUCTB, OT HOYTOYKOB,
MOBU/IBbHBIX YCTPOMCTB UM AOMALLIHUX KOMMbIOTEPOB A0 cUCTEM, paboTaloWMX ANCTAHLUMOHHO,
A0 NpeanpuaTMin manoro 6usHeca u He6oIbLUMX PUANANOB KOMMNAHUNA.

e YnpasneHue unm MNpeanpuatune, Kak Npasuao, 60blUNe CUCTEMbI areHTCTBa C onpeaeneHHbIMU,
OpPraHM30BaHHbIMM KOMMJIEKTAaMM annapaTHbIX M MPOrPamMMHbIX KOHPUrypaLmin, 06bI4HO
CoCToALME U3 LEHTPaA/IbHO YNPaBASeMbIX Paboumnx CTaHLMI U CEPBEPOB, 3aLUMLLEHHbIX OT
NHTepHeTa MeXKCeTEBbIMM SKPaHaAMM U APYTMMM YCTPONCTBAMM CETEBOM HEe30MacHOCTH.

e lMonb3oBaTenbcKue cpeapl BKAOUYAOT CUCTEMbI, B KOTOPbIN GYHKLMOHANIbHOCTb M CTEMNEHb
6e30MacHOCTM He COOTBETCTBYIOT APYrm cpedam. [1Be TUNNYHbIX N0/1b30BaTE/IbCKUX Cpedpbl 3TO
CneuunanusnposaHHas, orpaHMyeHHan 6esonacHocTbio GpyHKUMOHaNbHOCTb U HacneacTso:

- CneumnanusanpoBaHHas, orpaHMueHHasa 6e3onacHocTbiO PpyHKLMOHaNbHOCTL. Cpeaa
Cneunanm3npoBaHHOM, OrpaHMYEHHOM 6€30NacHOCTbIO PYHKUMOHANBHOCTM BK/IlOYAET
CUCTEMbI U CETU C BbICOKMM PUCKOM aTaKk UM BO3AENCTBUIM Ha AaHHble, C 6e30NacHOCTbIO,
nMertoLLen NpuopuTeT Hag, GyHKLUMOHaNbHOCTbI0. OHa NpeAnonaraeT CUCTEMbI OrpaHUYEHHON
WAK cneumannsmposBaHHoM (paboune cTaHUMM UK CUCTEMbI He 06LLEero HasHayeHus)
YHKUMOHANBHOCTY B cpejie, NOABEPKEHHOMN 3HAUNTENbHbBIM YrPO3am, TaKMe KaK BHELLHWUM
MeKCceTeBoM aKpaH nnun nybandHblit Web cepsep, nam yeit KOHTEHT AaHHbIX UK
npeaHasHaYeHne NMEIOT TaKoe 3HaYeHUe, YTO 3HaYMTe/IbHble KOMMNPOMMCChI B MO/b3Y
6e30MacHOCTM NepeBeLLMBAlOT NOTEHLMA/bHbIE OTPULLATE/IbHbIE NOCNeACTBUA ANA APYTUX
NONIE3HbIX CUCTEMHbIX aTPUBYTOB, TaKMX KaK yHaceA0BaHHbIE MPUIOXKEHUA UK
dYHKUMOHANbHAsA COBMECTUMOCTb € Apyrumun cuctemamu. Cpeaa CneumannsmpoBaHHoOM,
orpaHuYeHHo 6e30nNacHOCTbIO GYHKLMOHANIBHOCTU MOMKET BbITb MOAMHOMKECTBOM APYroi
cpeapl.

- HacnepctBo. Cpeaa Hacneactsa cofeput 6osee ctapble CUCTEMbI MU NPUNONKEHUSA,
KOTOpble MOFYT UCNOb30BaTh 6osiee cTapble, MeHee - 6e3onacHble KOMMYHMKALMOHHbIE
mexaHu3Mbl. [lpyrum mawumHam, paboTatoLwmm B cpeae Hacneacrsa, BO3MOXKHO,
HeobxoAuMbl MeHee orpaHMYeHHbIe YCTaHOBKM 6e30nacHOCTH A4J/1A TOro, YTOBbl OHU MOTAN
B3aMMOAENCTBOBATL C YHAC1e40BaHHbIMK CUCTEMAMM W NpunokeHnamun. Cpega Hacneacrea
MOXeT 6bITb NOAMHOMKECTBOM aBTOHOMHOM MM yNpasasemon cpespi.®

16 [1na nogpobHoro o6bAcHeHUsA cuctemHbix cpeg, cm. NIST CneumanbHas NMybavkauma 800-70, [Tpoepamma KOHMPOAbHbLIX
CnucKos KoHguaypayuu 6esonacHocmu 011 npodykmos UT - PykosoOcmeo no KOHMpPOsbHbIM CIIUCKAM 0715
nosnvzosamesneli u pazpabomyuxos.

22



PyKkoBoZacTBO No pa3paboTke nnaHoB obecneyeHns 6esonacHocTn ansa dpesepanbHbix UC

3.11 Bsaumoces3sb cuctem/ CoemecTHOe MCnob3oBaHue MHGOpMaLmm

B3anmocsasb cuctem npeactasaset coboi npamyto ceAsb ABYX MAM BonbLlie IT-cuctem Ana COBMECTHOrO
NCMNO/b30BaHNA MHPOPMALMOHHBIX pecypcoB. B3aumocBA3b CUCTEM, EC/IM OHA He 3aLMLLEeHa
COOTBETCTBYIOLMM 06pa3omM, MOXKET MMETb Pe3y/IbTaT B KOMNPOMETaLMWN BCEX COEANHEHHbIX CUCTEM U
[AHHbIX, KOTOPble OHU XPaHAT, 06pabaTbiBalOT UK NepeaatoT. BarkHO, UTOObI BNagenbLpbl CUCTEM,
B/agenblbl MHGOPMALIUN U PYKOBOACTBO NONYYNAN KaK MOXKHO 60/blue MHGOPMALLMK OTHOCUTEIbHO
YS3BUMOCTEMN, CBA3AHHbIX C B3aMMOCBA3AMM CUCTEM U COBMECTHbIM UCNONb30BaHMEM MHbOPMALIUK. ITO
Ba)XHO A/19 BbIOOPA COOTBETCTBYIOWMX Mep 6€30MacHOCTU, TpebyemMblX YTOObI CMSATYUTL 3TU YA3BUMOCTH.
CornaleHue o 6e3onacHocTn B3anmocsssu (ISA), MemopaHaym o B3aMmonoHnumaHmum (MOU) nnu
MemopaHaym o cornaweHun (MOA) HeobxoaAnMbI MeXAY cMcTeEMaMM (HE OTHOCUTCA K B3aMMOCBSA3U
Mexay pabouymmu ctaHuMAMK/pabounumm CToNammu UaM CUCTEMAMU, K KOTOPbIM NOAYHatoT NyBAUYHbINI
A0CTyn) rae umeroTca obuwme AaHHble, KOTOpble NPUHAANEXKAT UK YNPaBAAKTCA Pa3INYHbIMK
opraHusaumamu. IS He TpebyeTcsa ANA BHYTPEHHUX CUCTEM areHTCTBa, €C/IN areHTCTBO PYKOBOACTBYETCS U
NPOBOAUT B KM3Hb TBEPAbIN }KUIHEHHbIN LMKA pa3paboTKu cuctem, KOTopbI TpebyeT
CaHKUMOHMPOBaHUA M og0bpeHua obecneyeHuna cornacua c TpebosaHMammn 6esonacHocTu. Ons
A0NONHUTENbHON MHbOpMaLMK 0 B3aumocsasax, cm. NIST SP 800-47, Pykosodcmeo o obecreyeHuro
b6e3onacHocmu 014 83aumodelicmayouux cucmem UHGOPMAYUOHHbIX MeXHO102ull.

B aTom pasgene, A4na Kaxcooli 83aUMOCBA3U MeX Ay CUCTEMaMU, KOTOPble NPUHAANEKAT UIn
yMpaBAAOTCA Pa3IMYHbIMU OpraHM3auMaMm, NpeaocTasafeTcsa cieayouas MHGOPMaLMA OTHOCUTEIbHO
CaHKLUMOHMPOBaHUA ANA COEANHEHUA C APYTMMMN CUCTEMaMM M obmeHa MHGopMaumei:

HassaHue cucrembl;

OpraHusaums;

Tun B3aMmocsssn (MHTepHeT, KommyTupyemblit 4octyn, U T.4.);
CaHKUMOHMpoBaHKWe ana B3anmocsasn (MOU/MOA, ISA);

[aTa cornawenus;

KaTeropuwu no FIPS 199;

CraTyc cepTUdUKALLMM U aTTeCTaL MM CUCTEM; U

NMA 1 LONKHOCTb CaHKLMOHMPYIOLWETO A0/IKHOCTHOTO Anua (nuu,).

[N areHTCTB C MHOTOYMC/IEHHBIMW B3aMMOCBA3AMM, XOPOLLMM CNOCOHBOM NpesCcTaBUTb MHPOPMALLMIO
MOKeT bbITb dopmaT Tabanubl, cogepKaLlen BbileynoMAHYTYHO MHbOPMaLMIO.

3.12 3aKOHbI, HOPMATMBHbIE aKTbl U NOIUTUKMU, BAUAIOLLME HA CUCTEMDI

MepeyeHb MOObIX 3aKOHOB, HOPMATMBHbIX aKTOB UM MOJIUTUK, KOTOPbIE YCTaHAB/IMBAIOT KOHKPETHbIEe
TpeboBaHMA AN KOHOUAEHUMANBHOCTU, LENOCTHOCTM UAN AOCTYNHOCTU CUCTEMbI U MHDOPMaLUN,
XpaHUMOl, NnepeaaBaemoli unm obpabaTtbiBaemoit cuctemoit. Obuime TpeboBaHMA 6e30nacHOCTU
areHTCTBa He HYXXAA0TCA B NEPEYNCAEHNN, TaK KaK OHWM ONpeaenstoT yKkasaHua no 6esonacHocT ans
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Bcex cuctem. Karkgoe areHTCTBO A0JIKHO YCTaHOBUTb YPOBEHb 3aKOHOB, HOPMATUBHbIX aKTOB U MOIUTUK
ONA BKAOYEHMA B naaH obecneyveHunsa 6esonacHOCTM cuctem. Mpumepamm MOryT CAy»KUTb 3aKOH O
HEeNpPMKOCHOBEHHOCTM YaCTHOM XM3HWN OT 1974 roga namnm KOHKPETHbIN 3aKOHOAATeNbHbIN UK
HOPMaTUBHbINM aKT Kacatowmiica obpabaTtbiBaemoit MHGopMmaLmmu (Hanpumep, Hanorosom MHbopMmauun
nnn uHoopmauma nepenuncu). Ecnm obpabaTbiBaemble CUCTEMON CBEAEHNA MOAYMHEHDI 3aKOHY O
HEMNPMKOCHOBEHHOCTM YAaCTHOM XMU3HW, BKOYATE CBEAEHMA O KONIMYECTBE U Ha3BAHMAX CUCTEMbI(M),
NoAYMHEHHbIX 3aKOHY O HENPUKOCHOBEHHOCTU YaCTHOM KMU3HU, U UCMOb30BaHMM CUCTEMBI(M) ANA
COOTBETCTBYHOLLMX BbIYUCAUTENBHBIX paboT.

3.13 Bbibop mep 6e3onacHOCTH

Mpun NoaroToBKe K 4OKYMEHTUPOBAHMIO TOFO, Kak Mepbl 6e3onacHoctn NIST SP 800-53 ana npyMmeHMMbIX
6a30Bbix HabopoB mep 6e30NacHOCTU (HU3KUX - YMEPEHHbIX - U/IX BbICOKUX BO3AEUCTBUIN Ha
MHPOPMALMOHHbIE CUCTEMbI) PEaNIM30BaHbl UK NAAHMPYIOTCA ObITb Peann30BaHHbIMU, MepPbI
6e3onacHOCTH, coaeprKaBlumnecsa B 6a3oBbix Habopax, A0KHbI ObITb NEPECMOTPEHbI U BO3MOMXKHO
aganTupoBaHsbl. s onpegeneHna NPUMEHUMMOCTU UK aganTauumn oTAENbHbIX Mep 6e3onacHoCTy,
O0KHO MCMNO/b30BaTbCA PYKOBOACTBA MO YY4ETY 06bEKTOBLIX 0COBEHHOCTEN, U3N0XKeHHOe B Pasaene
2.5.1. lononHMUTeNbHO, A0MKHbI ObITb ONpeaeneHbl U 3aTeM 3a40KYMEHTUPOBAHbI B NM1aH Mepbl
6e30nacHOCTH, KOTOpPble ABAAOTCA OBLWMMM 419 MHOTUX CUCTEM UAW ANA BCero areHTcTea. CmoTpuTe
Pasgen 2.5.3 ans pyKoBoACTBaA O TOM, KaK 06wue mepbl 6€30NacHOCTU A0MKHbI 6bITb ONpeaeneHsbl,
3340KYMEHTUPOBaHbI M KOOPpAUHMpPOBATLCA. Mpouecc BbIbOpa COOTBETCTBYOWMX Mep 6e3onacHoCTU U
NPUMEHEHNA PYKOBOACTB N0 YY4ETY 06bEKTOBbIX 0COBEHHOCTEN, YTObObI AOCTUTHYTb A0EK8AMHOL
6e3onacHocmul’, ABnAeTcA MHOroacneKkTHbIM, 6asupyemble Ha pucke paboTbl, MCNOb3yOLWMe
ynpaBAeHYECKUI N IKCMNyaTaLMOHHbIM NepPCcoHan areHTCTBa, AO0/XHbI ObiTb MPOBEAEHbl NpeXae, Yem
YyacTb mep 6e30MacHOCTM BKAOYEHA B NAAH.

—  [0na MHGOPMALMOHHbIX CUCTEM HU3K020 8030elicmaus areHTCTBO, Kak MMHUMYM, A0JIKHO
MCcnob3oBaTb Mepbl 6e3onacHOCTU HM3Koro 6asoBoro Habopa mep 6esonacHocTy,
onpeaeneHHoro B NIST SP 800-53, 1 A0/1KHO rapaHTUPOBaTb, YTO MUHUMa/bHbIE TpeboBaHMA
[0Bepus, CBA3AHHbIE C HU3KMM H6a30BbIM HabopOM Mep, YAO0BNETBOPEHDI.

—  Ana nHGopMaLMOHHbIX CUCTEM yMepeHHO20 8030elicmausa areHTCTBO, Kak MUHUMYM, AOKHO
MCNob30BaTb Mepbl 6e3onacHocTN ymepeHHoro 6a3oBoro Habopa mep 6e3onacHoCTH,
onpeaeneHHoro B NIST SP 800-53, n A0/1KHO rapaHTUPOBaTb, YTO MUHUMa/IbHbIE TPpeboBaHMA
[0Bepus, CBA3AHHbIE C yMepeHHbIM 6a30BbiM HABOPOM Mep, YA0BAETBOPEHDI.

—  Ana nHGOPMaLMOHHbBIX CUCTEM 8bICOKO20 8030€elicmaus areHTCTBO, KaK MUHUMYM, LONKHO
MCMN0Ab30BaTb Mepbl 6e30MacHOCTM BbICOKOTO 6a3oBoro Habopa mep 6e3onacHoOCTH,
onpeaeneHHoro B NIST SP 800-53, 1 A0/1KHO rapaHTUPOBaTb, YTO MUHUMa/IbHbIE TpeboBaHMA
[0Bepus, CBA3aHHbIE C BbICOKMM 6a30BbIM HAabopom mep, YA0BAETBOPEHDI.

3.14 MuHMmanbHble mepbl 6e3onacHocTU

Mocne Toro, Kak mepbl 6€30MacHOCTM BbibPaHbl, aZanTMPOBaHbI U ONpesesieHbl 0bLme mepbl
6e30MacHOCTM, ONUCLIBAETCA Kaxkaan mepa besonacHocTn. OnucaHue Jo/IKHO cogepkaTtb: 1) 3arosoBoK
mepbl 6e30MacHOCTH; 2) Kak Mepa 6e30MacHOCTU peanmsyeTcs UAK Kak NaaHupyeTcsa bbiTb

7 ) Unpkrynsap A-130, Mpunoxenue Il MuHucTepcTtsa ynpasneHus u 6ioaxera (OMB), onpeaenseT agekBaTHyo 6€30NacHOCTb Kak
6e30nacHOCTb, COPA3MEPHYIO C PUCKOM M BESIMYMHOM Bpeaa, CheAyroLWwero u3 notepu, HenpaBuabHOTO ynoTpebaeHuns, nam
HEeCaHKLMOHWPOBAHHOTO A0CTyNa K an moauduKaumum nHdopmaumu.
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peann3oBaHHOM; 3) pyKoBOACTBA MO YYETY 06 EKTOBLIX 0COHBEHHOCTEN, KOTOpPOE 6bI1I0 NPUMEHEHO U
KaKol BMA, paCCMOTPEHMSA; U 4) yKasaHue, ABAAETCA N Mepa 6e3onacHOCTM obLent mepoi 6esonacHoCTH
M KTO OTBETCTBEHEH 33 ee peasnn3aupmio.

Y mep 6e3onacHocTuM B KaTanore mep 6esonacHocty (NIST SP 800-53, MpunoxkeHue F) ecTb YeTKo
onpeaeneHHaa OpraHU3aLma u CTPyKTypa. [na npocToTbl MCNO/b30BaHMSA B NpoLecce Bbibopa 1
cneundmrkaumm mep 6esonacHoctn, mepbl 6€30NaCHOCTN OpraHM30BaHbl B KAaccbl M cemencTea. EcTb Tpu
06X Knacca mep 6e30nacHOCTH (TO eCTb, ypaBAeHUYECKNe, SKCNAyaTaLMOHHbIe, U TexHuuyeckne'®),
Kaxagoe ceMencTBo coaepKUT mepbl 6e30nacHoCTH, cBA3aHHble ¢ GyHKLMeN Be3onacHOCTM cemencTBa.
CTaH4apTU3NPOBAHHbIN, ABYXCUMBO/IbHbLIA AEHTUOUKATOP NpeAHa3HaYeH 414 O4HO3HAYHOrIO
onpeaeneHuns Kaxaoro cemeiictea mep 6esonacHoctu. Tabanua 2 cymmupyeT KAaccbl U CEMENCTBA B
KaTanore mepbl 6€30MNacCHOCTM U COOTBETCTBYIOLLME UAEHTUPUKATOPbI CEMENACTB.

K/ZIACC CEMEWCTBO WOEHTUOUKATOP
YnpasneH4yeckue OueHKa pucKa RA
YnpaBneHyeckue MnaHnposBaHue PL
YnpaBneHyeckue 3aKynKn cMcTem U CepBMCOB SA
YnpaBneHyeckue ATTEeCTaLMOHHbIe UCNbITAHUA, aTTeCTaLMA N OLEHKa CA

6e30nacHOCTU
JKcnayaTauMoHHble besonacHoCTb NnepcoHana PS
3KcnayaTauMoHHble dur3myecKan 3aWwmTa 1 3alLMUTa OKPYKEHUA PE
JKCnayaTaunMoHHble MnaHMpoBaHWe AeNCTBUI B Ype3BblYaHbIX CUTYaUMsAX CpP
JKcnayaTaunMoHHble YnpasneHune KoHoUrypaumen CcM
JKcnayaTaunMoHHble Noppepxka MA
JKCnayaTaunMoHHble LlenoctHocTb cucteM M MHPopmauum SI
JKcnayaTauMoHHbIe 3awmTa HocuTenen MP
JKcnayaTauMoHHble PearnpoBaHue Ha UHLMAEHTbI IR
JKcnayaTauMoHHble OcBoeHne N NoAroToBKa AT
TexHuyeckme NpeHTudMKauma n ayteHTUdMKauma 1A
TexHunyeckune KoHTponb goctyna AC
TexHunyeckune AyauT M NOAKOHTPONBbHOCTb AU
TexHunyeckume 3aLmTa CUCTEM M KOMMYHUKALLUIA SC

Tabnuua 2: Knaccobl, cemeiictBa u ngeHtudpukaropbl mep 6esonacHocTu

HasBaHuWsA KnaccoB mep 6e30nacHOCTH (To ecTb, yNpaBaeHUYeCcKMNe, SKCNIyaTaLMOHHbIE N TEXHUYECKUE),
onpeaeneHbl HUXKe 41A Pa3bACHEHUA NPU NOATOTOBKE NAaHOB obecneyeHns 6€30NacHOCTM CUCTEM.
YnpaeneH4yeckue mepbl 6e30nacHOCMU COCPea0TauYMNBatOTCA Ha ynpaBaeHUM MHGOPMALLMOHHOM
CUCTEMOM 1 YNPaBAEHUU PUCKOM A8 CUCTEMbBI. ITO TEXHOIOMMM N UHTEPECHI, KOTOPbIE 0BbIYHO
OTHOCATCA K yNpaBAeHUo. IKCNAyamayuoHHble mepbl 6@30MacHOCMU OTHOCATCA K MeTo4am

18 CemeiicTa mepbl 6e3onacHocTy B NIST SP 800-53 cBA3aHbI C OAHUM U3 TPEX KNAccoB Mep 6e30MacHOCTH (TO ecTb,
ynpaB/ieHYecKne, aKCNayaTaLMoHHble, TeXHUYeckune). CemelcTaa CBA3bIBAIOT C COOTBETCTBYHOLLMMM K1aCCaMM OCHOBbLIBAACH Ha
OOMUHUPYIOLLMX XapaKTEPUCTUKAX mep 6e30MacHOCTU B 3TUX cemelicTBax. MHorne mepbl 6€30MacHOCTH, 04HAKO, MOTYT BbITb
IOTMYECKM CcBA3aHbI ¢ bonee yem ogHMM Knaccom. Hanpumep, mepa CP 1, noantnka v npoueaypbl KOHTPOA U3 CEMENCTBA
MnaHUpoBaHWe AeilCTBMI B Upe3BbluaiHbIXx cuTyauusx (Contingency Planning), ykasaHa KaK aKcniyaTaLMoHHas mepa
6€e30MacHOCTN, HO KPOME TOFO MMEET XapaKTEPUCTUKM, KOTOPbIE TaKKe HENPOTUBOPEUMBDI C yNpaBaeHnem 6e30nacHOCTbIO.
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6€e30MacHOCTM, COCPeAOoTOYEHHbIM Ha MeXxaHU3MaXx, peannsyembixX U BbINONHAEMbIX, Npexae Bcero,
noabMu (B NPOTUBOMNOJIOMHOCTb CUCTEMAM). DTU Mepbl 6@30NacHOCTM NPUMEHAITCA ANA TOro, YTObbI
YyAy4LWKUTb 6€30MacHOCTb onpeaeneHHon cuctembl (Maum rpynnbl cuctem). OHM YacTo TpebyioT
TEeXHUYECKOWN MK Cneumanm3mpoBaHHOM KOMMNETEHTHOCTM M 4acTo NONaraloTcA Ha ynpasieHYeckue
OENCTBUSA, a TAK XKe Ha TeXHUYecKkne mepbl besonacHocTu. TexHuYeckue mepol besonacHocmu
cocpefoTauyMBatloTCA Ha Mepax 6e30nacHOCTU, KOTOPbIe BbIMOHAET KOMMblOTepHas cuctema. Mepbl
6e30nacHOCTN MOryT 0becneynTb aBTOMaTU3NPOBAHHYHO 3aLMTY OT HECAHKLMOHUMPOBAHHOIO 4OCTYNa
NN HEMPaBUIbLHOIO UCNOJIb30BaHMSA, 06/1erYnTb 0OHapPYKEeHUE HapyLLeHU 3alUnTbl U NoAaepKaTb
TpeboBaHMA 6e30nNacHOCTM A5 NPUSIONKEHUN U AaHHbIX.

3.15 [laTbl 3aBepLUEHNA U CAHKLMOHUPOBaAHUA

JonxHa 6bITb onpegeneHa gata OKOHYaHWS NaaHa obecneyeHus 6esonacHOCTU cucTembl. [aTa
OKOHYaHMS AO0/XKHA YTOYHATLCA BCAKUIM pas, Koraa naaH nepuoanyeckm nepecmaTpmuBaeTtcs U
obHoBsnsetca. Koraa cuctema obHoBaseTcA, A01KeH bbITb A06aBeH Homep Bepcuu. MNnaH obecneveHmn
6€30MacHOCTU CUCTEMbI AO/IKEH TaKXKe CoOAepKaTb AaTy 0PULNANBHOIO CaHKLMOHNUPOBAHMA NN
of0bpeHna NaaHa Ha3HAYeHHbIM OpraHOM of06peHuA. [lokymeHTauns ogobpeHns, To eCTb, JOKYMEHT
no aTTectaummn, memopaHaym ofobpeHns, 4ONKHA HAXO4UTbCA B Aene UK 6biTb NpUcoeanHEHa Kak
YyacTb NNaHa.

3.16 TeKywan noaaeprKKka nnaHa obecneyeHna 6e30NacHOCTU CUCTEMDbI

MnaH obecneyeHna 6e3onacHOCTM MHGOPMALLMOHHON CUCTEMBI pa3pabaTbiBaeTCa OAHaMKAbl, BaXKHO
nepuoamnYecKn oLueHnBaTb NaaH, paccmaTpusasn ntobble M3MeHeHMA B cTaTyce, PYHKUMOHANbHOCTH,
NPOEeKTe U T.A. CUCTEMbI, U TapaHTUPOBATb, YTO MAAH NPOAO/IKAET COAEPKaTb KOPPEKTHYIO MHPOPMaLUIO
0 cucteme. ITa AOKYMEHTALMA U ee KOPPEKTHOCTb ABAAIOTCA KPUTUYECKUMM A1 AeACTBUIA MO
aTTeCcTalMOHHbIM UCMbITAHUAM CUCTEMbI. Bce naaHbl 40KHbI BbITb NEpecMmaTpuBaThca M 06HOBAATLCS,
KaK COOTBETCTBYIOLLE, N0 KpaHein mepe, exxerogHo. HeKoTopbiMmn COBbITUAMM, KOTOPbIE BKAOYAIOTCA B
nepecmoTp, ABAAIOTCA:

e U3meHeHue BnagenbLa MHGOPMALMOHHON CUCTEMDI;

e U3meHeHue npepcTaBuUTeNsa No MHGOPMaLNOHHOM
6e3onacHoCTH;

e M3meHeHMe B apXUTEKTYpPE CUCTEMDI;

e M3meHeHMe B CTaTyce CUCTEMDI;

e [lononHeHua/yaaneHna B3aMMOCBA3EN CUCTEMbI;

e  /I3MeHeHWe B PacnoiOKEeHNN CUCTEMDI;

e  l/I3MeHeHMe CaHKLMOHUPYOLWErO AOIKHOCTHOIO INLA; U

e l/I3MeHeHMe cTaTyca aTTeCTAaLMOHHbIX UCMbITaHUI U
aTTecTauumu.
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MpunoxeHune A: TunoBsoit WabnoH nnaHa obecneyeHnsa 6e3onacHOCTU MHPOPMALMOHHOM
CcUCTeMbl

Cneaytowmin obpasey, npuseaeH TOJIbKO Kak npumep. AreHTcTBa MOryT 6bITb MCMO/1b30BaTb Apyrue
dopmartbl 1 BbIbUPaTL UX AN MoaMPUKaLMK, YTODbI YCTPAHUTL /1l0Oble MMEtoLLMECA HEeAOCTATKK,
OCHOBbIBasACb Ha 3Tom pykoBoacTee. OH He aBaAeTca obas3aTenbHbIM GOPMATOM; eCTb MOHUMaHKUE TOro,
YTO MHOTME areHTCTBa M MNOCTABLLMKKN ycnyr MHPOpMaLMOHHON Be3onacHOCTU, MOryT pa3pabaTtbiBaTb U
peann3oBbIBaTb Pa3/IMYHbIE NOAXOAb! AN Pa3paboTKM M NpeacTaBaeHus naaHa obecneyeHus
6e3onacHoCTM MHGOPMALMOHHOM CUCTEMBI, YTODbI YA0BNETBOPUTL UX COBCTBEHHLIM NOTPEBHOCTAM B
rmékocTu.
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LLabnoH nnaHa obecneyeHna 6e3onacHOCTM MHGOPMALMOHHOMN CUCTEMDI

1. Ha3zBaHune/HanmeHoBaHne NHGOPMALMOHHOK CUCTEMDI:

®  YHUKaNbHbIN NOEHTUPUKATOP U HA3BaHME, fAHHbIE CUCTEME.
2. Kateropua MH$OpmMaLMOHHOWU CUCTEMDI:

e Onpeaennte COOTBETCTBYIOLLYIO KaTeroputo ns FIPS 199.

HU3KO I I YMEPEHHO I I BbICOKO

3. Bnapgeneu, UHdOpmaLMOHHOK cucTeMbl:

o  MmA, AONKHOCTb, areHTCTBO, ajgpec, agpec 3HEKTp0HHOl>'1 noYTbl U HOMEP Tened>0Ha 4ye/i0BEKa,
KOTOprP’I ABNAETCA B/laenbLeM CUCTEMDI.

4. CaHKUMOHUpYIOLLee A0MKHOCTHOE IML0:

e /MA, AO/IKHOCTb, areHTCTBO, afpec, afpec 3/eKTPOHHOW MoYTbl U HOMep TenedoHa avua U3
BbICLIErO PYKOBOACTBA, OdPULMANbHO OMPEAENEHHONO KaK CaHKLMOHMUpYOLLee A0MXHOCTHOE
nmuo.

5. Apyrue KOHTaKTbl:

e [lepeuncaute ApyrMx BeaylMx CMeumasncToB, eCAn UMEIOTCA; BK/OYasa MX MMA, agpec, agpec
3NEKTPOHHOM NoYTbl U Homep TenedoHa.

6. Ha3zHauyeHHbI OTBETCTBEHHbIN 3a 06ecneyeHne 6e3onacHOCTU:

e lImA, OO/MIKHOCTb, agpec, agpec 3I'IEKTpOHHOVI no4yTbl U HOMEP Te}'led)OHa 4yesioBeKa, KOTOprﬁ
ABNAETCA OTBETCTBEHHbIM 33 6€30MacHOCTb CUCTEMBbI.

7. DKCNNYaTaUMOHHDI cTaTyc MHGOPMALMOHHOI CUCTEMDbI:

e VYKaxuTe Ha 3KCHJ1yaTaLI,MOHHbIVI cTatyc cuctemol. Ecaum Bbl6paH 6onee uem OAUWH CTaTycC,
onuuunTe Kakaa 4aCTb CUCTEMbI HaXo4AMUTCA NOA4 KaXKAblM CTaTyCOM.

dKcnayatauma B pa3pabotke 3HauuTenbHasn
moaunduKauma

8. Tun nHpopmauMOHHOI cUcTeMbl:

o YKaxKuTe, ABAAETCA NN CUCTEMA [NaBHbIM MPUIOKEHMEM UM CUCTEMOM OOLEN noaaepHKKu.
Ecnn cuctema cogepRuT He3HauUTENbHbIE NMPUIOKEHMA, NnepedncanTe ux B Pasgene 9. Obuiee
CuctemHoe OnucaHve/HasHauyeHue.

FnaBHOe npuaoxeHue Cucrema oben
noaaepXKku
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9. Obuwee onucaHue /Ha3HauYeHMe cUCTEeMbI

o Onunwute GYHKLMIO UM Ha3HAYeHMEe cucTemMbl U MHOOPMALIMOHHbIX NPOLLECCOB.

10. Cpepa cucrembl

o [IpuBeaute o6u.|,ee onucaHue TeXHUUYECKON CUCTEMbl. BKntoyaliTe OCHOBHbIe annapaTtHble
cpeactea, nporpammHoe obecneyeHue u 060py,qosaHme CBA3N.
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11. Bzaumocsasu cucrembl /CoBmecTHOe Ucnoab3oBaHue nHpopmauum

o e [lepeyncnute B3aMMOAENCTBYOWME CUCTEMBI U MAEHTUUKATOPBI CUCTEM (€CIN NPUMEHUMO),
npueeguTe UMA CUCTEMbI, OpPraHM3auMKn, TN CUCTEMbI (FNaBHOE MPUNONKEHME WM CUCTEMA
oblielt noaaepsKkn), yKaxkuTe, cogepatca v B nepevHe ISA/MOU/MOA, aaty cornaweHua o
B3aumogencreum, kateroputo FIPS 199, ctatyc C&A M MMA CaHKUMOHMPYIOLWErO A0/IKHOCTHOrO

mua.
HassaHue|| Opranuzaumsa | Twun CornaweHue Data | Kareropua| Cratyc | CaHKUMOHMpytoLLee
cUCTEMbI (ISA/MOU/MOA) FIPS199 | C&A || AONKHOCTHOE L

12. NpymeHnmbie 3aKkoHbl/HopmaTtusHbie goKymeHTbl/MonnTmkm

e [lepeuncnute nobble 3aKOHbl UK HOPMaATUBHbIE [OOKYMEHTbI, KOTOPbleé YCTaHaB/INUBAOT
KOHKpPETHbIE TpE6OBaHMFI Aana KOH(I)MAEHLI,MaﬂbHOCTM, UENOCTHOCTN U OOCTYNHOCTU OaHHbIX B
cucreme.

13. MuHMManbHble mepbl 6e3onacHocTH

BbibepuTe COOTBETCTBYIOLMIA MUHMMabHBIM 63a30Bblit HAbop Mep Be3onacHOCTH (HM3Koe - ymepeHHoe
- BbicoKoe Bo3gaelictaune) u3 NIST SP 800-53, 3aTem obecneybTe NONHOE ONUCaHKe TOro, KaK Bce
MWHMMabHble Mepbl 6e30MacHOCTU B NPUMeHMMOM 6a30BOM Habope peanunsyoTca Uan NAAHUPYOTCA
6bITb peann3oBaHHbIMKU. ONMcaHWe JOMKHO coaepKaThb: 1) 3aroI0BOK Mepbl 6e30NacHOCTYH; 2) Kak
Mepa 6e30MacHOCTU peanusyeTca Uan NaaHupyeTca bbiTb peanrsoBaHHOM; 3) ntoboe PykoBoacTBO NO
YYETY 06EKTOBbIX 0COBEHHOCTEN, KOTOPOE BbIIO MPUMEHEHO U A8 KAaKOTo TUMNa PaccCMOTpeHUs; u 4)
YKaxuTe, ABnaeTca i mepa 6esonacHocTy obuieit mepoii 6e30nacHOCTU U KTO OTBETCTBEHEH 33 eé
peanusauuio.

14. fata 3aBepleHus nnaHa obecneyeHns 6e3onacHOCTM MUHPOPMaLMOHHON CUCTEMDI:

e BeeauTe aaTy 3aBeplUeHMA NnaHa.

15. [laTa caHKLMOHMPOBaHUA NNaHa obecnevyeHna 6e3onacHOCTM MHPOPMALMOHHOWU CUCTEMDI:

e Bpepgute gaty, Koraa nnaH obecnevyeHns 6e30NacHOCTU cUCTEMbI BbiN op,o6peH, N YKaXXute, ecnu
AOKYMeHTaUuuMA N0 CaHKUNOHNPOBAHUIO NPUNIOXHKEHA K N1aHY NN HaXoaUTCA B AENE.
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Mpunoxxenue B: Moccapui

OBLUME TEPMWHBI M ONPEOENEHNA

Accreditation
ATtTectauus
[NIST SP 800-37]

Accreditation Boundary
paHuua aTTecTaumm
[NIST SP 800-37]

Accrediting Authority
OpraH atTectauum

Adequate Security
ApekBaTHaAa be3onacHocTb
[Umnprynap OMB A-130,
Mpunoxenue Il1]

Agency

AreHTCTBO

Authentication
AyTeHTMdMKaLmA

Authenticity
AyTEHTUYHOCTb

Authorize Processing
CaHKUMOHMpPOBaHWe 06paboTKn

Authorizing Official
CaHKUMOHMpYOoLLee
AONKHOCTHOE /MU0
[NIST SP 800-37]

Availability
JocTynHocTb
[44 U.S.C., Sec. 3542]

OdurumanbHoe ynpaBneHYeckoe pelleHne, NPUHMMaemMoe BbiCLIMM
OOJ/IKHOCTHbBIM IMLLOM areHTCTBa A4 TOro, YTo6bl Pa3peLlnTb
3KCNAyaTaumio MHGOPMaLMOHHON CUCTEMbI U ABHO NPUHATH PUCK B
OTHOLUEHUM AeATeNIbHOCTM areHTCTBa (BKAOYan NpeaHa3HayeHue,
bYHKUMK, UMUAXK MW PENYTALMIO), aKTMBOB areHTCTBa, Nl0Aen, Apyrux
opraHusaumii u Hauumn, ocHoBaHHOE Ha peann3aumm CornacoBaHHOro
Habop mep besonacHoCTw.

Bce KOMMNOHEHTbI MHPOPMALMOHHOW CUCTEMBI, KOTOPAA aTTecToBaHa
CaHKLMOHMPYHOLMM AOMKHOCTHLIM IMLLOM, UCK/ItOYan OTAE/bHO
CaHKLMOHMPOBaHHbIE CUCTEMBI, C KOTOPbIMU COeAMHEHa
MHbOPMaUMOHHanA crucTema. CUHOHUM C TEPMUHOM NEPUMETP
6e3onacHocTH, onpeaeneHHbiM B MHCTpyKLmmn CNSS 4009 m DCID 6/3.

CMm. CaHKYUOHUpYouee 00X HOCMHOE AULY0

BesonacHOCTb, COpasMepHas C PUCKOM U BEIMHYUHON Bpeaa, Cedyiowmm
M3 NoTepu, HenpaBuAbHOIO ynoTpebeHNa AN HECAHKLMOHMPOBaHHOTO
[0CTyna K v moamdoukaumm nHbopmaumu.

Cm. UcnonHumenobHoe aeceHMcmao.

MpoBepKa MAeHTUPUKALIMOHHBIX AaHHbIX NONb30BaTeNA, NpoLecca Uau
yCTpoMcTBa, 06bIYHO KaK NPeanochlaka K NpeaocTaBieHunio 4ocTyna K
pecypcam B MHPOPMALIMOHHOM cucTeme.

CBoiicTBO, onpegenstoLlee NoaAMHHOCTb MU BO3SMOXKHOCTb NPOBEPATL U
[0BepATb; yBEPEHHOCTb B 3aKOHHOCTM Nepeaayn, coobLeHna nam asTopa
coobueHns. Cm. AymeHmugukayus.

Cm. Ammecmauyus.

[oNHOCTHOE ML € NosIHOMOYMEM Mo GOPMaibHOMY MPUHATUIO Ha
cebs OTBETCTBEHHOCTM 32 3KCN/yaTaumio MHPOPMALLMOHHON CUCTEMbI HA
A0NYCTUMOM YPOBHE PUCKa B OTHOLIEHUN AeATeNbHOCTU areHTCTBa
(skntouan npeaHasHaveHne, GYHKLUUKN, UMUOXK AW PenyTaLmio), akTMBOB
areHTCTBa AU NIOOEN.

ObecneyeHune CBOEBPEMEHHOIO N HAAEXHOIO A0CTYyNa K U
ncnoib30BaHNUA VIHd)OpMaLI,VII/I.
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Certification
ATTeCTauMOHHbIE UCMbITaHNA
[NIST SP 800-37]

Certification Agent

AreHT Mo aTTecTaumoHHbIM
NCNbITAaHNAM

[NIST SP 800-37]

Chief Information Officer
AvpeKTop no nHpopmaLmm
[PL 104-106, Pa3aen 5125 (b)]

Common Security Control
O6uwas mepa besonacHocTH
[NIST SP 800-37]

Compensating Security Controls
KomneHcupyrowme mepbl
6e3onacHOCTH

Confidentiality
KoHdunaeHumnanbHoCTb
[44 U.S.C., Sec. 3542]

BcecTopoHHAA oLeHKa 0praHn3aLMOHHbIX, SKCMAYaTaLMOHHbIX U
TEXHUYECKMX Mep 6e30MacHOCTM B MHPOPMALMOHHOMN CUCTEME, Aenaemasn
B NOAAEPKKY aTTecTaumnm 6e30nacHoCTM, 4Tobbl oNpeaenuTb cTeneHb, 40
KOTOPOI Mepbl obecneyeHms peannsoBaHbl NPaBUIbLHO,
3KCMNYaTUPYIOTCA KaK NpeaHasHauyeHo 1 NPOU3BOAAT KelaemMblit
pe3ynbTaT OTHOCUTENbHO BbINOAHEHUA TpeboBaHMt 6e3onacHOCTU Ans
cUCTEMbI.

Yenosek, rpynna nam opraHnsauma, yno1HOMOYEHHbIe Ha NpoBeaeHne
aATTECTAUNOHHDbIX MCMbITaHW 6e30MacHOCTMK.

JonKHOCTHOE NNLO areHTCTBa, OTBETCTBEHHOE 3a:

(i) npeaocTaBneHe KOHCYIbTaLMIA U APYroi NOMOLLY PYKOBOOUTENIO
WCMOIHUTE/IbHOTO areHTCTBa U APYromy NepcoHasny BbiCLIEro
PYKOBOZCTBA areHTCTBa, YTOObl rAPaHTMPOBATL, YTO MHGOPMALMOHHbIE
TexXHo/MorMKU NpnobpeTatoTca M MHGOPMALMOHHbIE Pecypcbl yNpaBAsOTCA
B cnocobe, KOTOPbI HENPOTMBOPEUNB C 3aKOHAMMU,
MpaBUTENBCTBEHHBIMUW PACNOPSKEHUAMM, AUPEKTUBAMM, NOUTUKAMMU,
HOPMaTMBHbLIMW aKTaMM U NPUOPUTETAMM, YCTAHOBIEHHBIMM
PYKOBOAUTENEM AareHTCTBa;

(i) paspaboTky, nopaeprkaHue n obaeryeHme peannsaumm oCMbICIeHHOM
W UHTErPUPOBAHHOM apXMTEKTYPbl MHPOPMALMOHHbIX TEXHONOMMNIN ANA
areHTCTBa; U

(iii) npogsukeHne adpHEeKTUBHOTO U PALMOHANIBHOTO KOHCTPYMPOBAHUA U
MCMOJIb30BaHWUA BCEX OCHOBHbIX MHGOPMALMOHHbIX PECYPCOB NPOLLECCOB
ynpaBneHuUs 1A areHTCTBa, BKAKOYAA yydLleHne npoLeccoB paboTol
areHTCcTBa.

Mepa 6e30nacHOCTH, KOTOpPasa MOKET bbITb NPUMEHEHA K 04HOM Naun
6onee NMHGOPMALMOHHBIX CUCTEM areHTCTBa M MMEET caeaylolume
cBouncTea: (i) paspaboTKa, peanmsaums U oueHKka Mmepbl 6e3onacHocTH
MOKeT HbITb NOPyYeHa OTBETCTBEHHOMY AO/IKHOCTHOMY AULY UK
OPraHM3aLMOHHOMY 31IEMEHTY (gpyromy, Yem BnageneL,
MHOOPMaLMOHHOM cucTembl); U (ii) pe3ynbTaT oLueHKN mepbl
6e30MacHOCTU MOXKET 6bITb UCMONb30BaH 414 NOAAEPHKKM NPOLECCOB
aTTeCTauMOHHDbIX MCHbITaHMVI 6e30naCHocm N aTTectaummn
MHPOPMALMOHHBIX CUCTEM areHTCTBa, rae 3Ta mepa 6e30nacHOCTM MoXKeT
6bITb NPUMEHEHA.

YnpasneH4yecKkue, sKkcnayaTauMoHHbIE U TEXHUYEeCKne mepbl
6e30nacHOCTU (T.e., Mepbl 3aLWMTbl UJIM KOHTPMEPDI), MPUMEHSAEMblE
OpraHu3aumMaAMM BMeCTO peKOMeHAYyeMbIX Mep B HU3KOM, YMepeHHOM
MU BbICOKOM 6a30BbIXx Habopax mep 6e3onacHOCTH, onncaHHbIX B NIST
CneumanbHoli Nybankaumm 800-53, KoTopble obecneynBatoT
SKBUBAJIEHTHYIO MM COMOCTaBUMYHO 3aLLNUTY ANA MHGOPMALMOHHOM
CUCTEMBI.

CoxpaHeHwue yCTaHOB/IEHHbIX OrpaHUYEHMI Ha AOCTYN K U pPacKpbiTUe
MHbOPMaLNK, BKIOYAA CPeacTBa A1 3almTbl HEMPUKOCHOBEHHOCTH
YaCTHOM XM3HU N KOHPUAEHUNANBHON MHbOPMaLMK.
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Configuration Control
KoHTponb KoHdUrypauum
[CNSSI 4009]

Countermeasures
KoHTpmepbl
[CNSSI 4009]

Executive Agency
McnonHUTeNbHOE areHTCTBO
[41 U.S.C., Sec. 403]

Federal Enterprise Architecture
ApxuTeKTypa deaepanbHOro
npeanpuATUA

[Oduc ynpasneHua Mporpammoii
FEA]

Federal Information System
depepanbHag UHGOPMALMOHHAA
cucTema

[40 U.S.C., Sec. 11331]

General Support System
Cuctema obuielt noaaepKkm
[OMB Circular A-130, Appendix
1

High-Impact System
Cuctema BbICOKOTO BO34EMCTBUSA
[FIPS 200]

Information Owner
Bnageney, nidopmarmm
[CNSSI 4009]

Information Resources
NHpOopMmaLMOHHbIE pecypcbl
[44 U.S.C., Sec. 3502]

Mpouecc KOHTPONA MOAUbUKALMKM annapaTHbIX CPEACTB, BCTPOEHHOro
MMKpPONporpaMmHoro obecneyeHus, NPorpaMmHoro obecneyeHus u
AOKYMEHTaUMM, YTobbl 3aLLMUTUTL MHDOPMALMOHHYIO CUCTEMY OT
HeHaaNeXalmx mognudrKaunin 4o, BO BpeMa M Nocsie peanmsaumum
cucTembl.

[elicTBusA, yCTpoicTBa, NpoLeaypbl, TEXHONOTMM UK ApYrMe Mepbl,
KOTOpble YMEeHbLIAOT YA3BMMOCTb MHPOPMaLLMOHHOW cncTembl. CUHOHUM
€ Mepamu 6e30MacHOCTN U MepPaMu 3aLmTbI.

NcnonHuTenbHbIN genapTameHT, onpeaeneHHbii B 5 U.S.C., Pasgen 101;
BOEHHbIN agenapTaMeHT, onpeaenéxHbii B 5 U.S.C., Pasaen 102;
He3aBMCUMOE yupexaeHue, Kak onpegeneHo B 5 U.S.C., Pasgen 104 (1); n
NONHOCTbIO HaxoAALWancsa B cobcTBeHHOCTU MpaBUTENbCTBA KOpnopaums,
NoNHOCTbIO Nonagatowan noa aecremne 31 U.S.C., Fnasa 91.

basupytolancsa Ha AeATeNIbHOCTM OCHOBA A5 06LenpaBUTeNbCTBEHHOIO
ycoBepLIeHCTBOBaHMA, pa3paboTaHHaa MUHMUCTEPCTBOM yrpaBaeHNs 1
6loarKeTa, KoTopas nNpeaHasHayeHa, YTobbl 061erYnTb YCUAUA NO
npeobpasosaHuio deaepanbHOro NPaBUTENLCTBA K TOMY, KOTOpoe
OpUEHTUPYETCA Ha rpaxaaHunHa, OPUEHTUPYETCA Ha pesyanbTaT U
OCHOBbIBAETCA Ha PbIHKeE.

NHpopmaLmMOoHHas cucTeMa, KOTopas MCMNO/b3yeTCA UK YpaBaseTcs
WUCNOJIHUTENbHbIM areHTCTBOM, NOAPAAYMKOM UCMNONHUTENIBHOTO
areHTCTBa AW APYroi opraHM3aumen oT UMeHU UCNONHUTENIbHOTO
areHTcTBa.

B3anmocBasaHHbI Habop MHPOPMALMOHHbIX PECYPCOB NOA HEKOTOPbIM
NPAMbIM aAMUHUCTPATUBHBIM YNpaBieHNEM, KOTOpble NPEeLOCTaBAAIOT
06wyto GYHKUMOHaNbHOCTb. CucTeMa 06bIYHO BKAKOYAET annapaTHble
CpeAcTBa, NporpammHoe obecneyeHve, MHGOPMaLMIO, AaHHbIE,
NPUAOXKEHWA, CBA3b U Nt0AEN.

MHbopmaUmMOoHHan cuctema, B KOTOPOM, MO KpaHen mepe, O4HOM Lieau
6e3onacHOCTU (TO ecTb, KOHPUAEHUNANBHOCTU, LLEIOCTHOCTU UK
OOCTYMHOCTUN) Ha3HayeHo, B cooTBeTcTBMM ¢ FIPS Mybankaumeir 199,
3HayeHue NoTeHLUMana BO3AeNCTBUSA «KBbICOKUIAY.,

[oNKHOCTHOE L0 C YCTaHOBAEHHbIMW 3aKOHOM MW UCMOAHUTENbHBIMU
NOSIHOMOUUAMMU AN1A YKa3aHHOW MHPOPMALIMM U OTBETCTBEHHOCTbIO 3a
yCTaHOBNEeHWe mep 6e30MacHOCTM No ee reHepaumn, cbopy, obpaboTke,
pacrnpocTpaHeHno U NMKBMAALIUN.

MHbopmaLuma 1 cBA3aHHbIE PECYPCbl, TaKME KaK nepcoHan,
obopyanoaHue, GoHAbI U MHPOPMALMOHHbBIE TEXHONOTUMN.
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Information Security

NHbopmaumoHHas 6e3onacHocTb

[44 U.S.C., Sec. 3542]

Information Security Policy
MonnTnKa HGOPMALLMOHHOM
6e3onacHOCTH

[CNSSI 4009]

Information System
NHpopmaumoHHas cuctema
[44 U.S.C., Sec. 3502]

Information System Owner
(or Program Manager)
Bnaaeneu, HGOpPMaLMOHHON
cucTemsl (MM meHeaxKep
nporpammsi)

[CNSS Inst. 4009, YTouHEHHasA]

Information System Security
Officer

CoTpyaHuK 6e3onacHocTU
MHGOPMALLMOHHOM CUCTEMDI
[CNSSI Inst. 4009,YTo4HEHHaA]

Information Technology
NHbopmaunoHHaa TexHonorma
[40 U.S.C., Sec. 1401]

3awmta uHGopMaLMM U HPOPMALMOHHbBIX CUCTEM OT
HEeCaHKLMOHNPOBAHHOIO A0CTYMa, UCMOb30BaHMNA, PACKPbITUS,
paspyLueHna, MoanduKaLnm AN YHUUTOXKEHMA, C Lieibio obecnedyeHunn
KOH}UAEHUMANBHOCTH, LLeNOCTHOCTM U AOCTYMHOCTH.

CoBOKYMHOCTb ANPEKTMB, HOPMATUBHbIX aKTOB, NPaBUA U METOA0B,
KOTOpble NpeAnucbiBatloT, Kak OpraHn3aLmMmn ynpasaaTh, 3alMLLaTh 1
pacnpeaenatb uHGopmaumio.

[ncKpeTHbI Habop MHDOPMALMOHHbIX PeCypCoB, OpPraHU30BaHHbIX A5
cbopa, 06paboTKM, NOAAEPKKN, UCMONb30BAHMA, COBMECTHOIO
MCMNONb30BaHWA, PacnpPOCTPaHeHUA AW INKBUAALUN MHDOPMALUMN.

[onKHOCTHOE MU0, OTBETCTBEHHOE B LLE/IOM 3a NpUobpeTeHue,
pa3paboTKy, UHTErpaLmio, MOAMDUKALMIO MUK SKCMTyaTaLMIO U
noaAepKKy MHGOPMaLLMOHHONM CUCTEMDI.

YenoBeK C BO3/10XKEHHOW OTBETCTBEHHOCTbHO BbICLIMM A0KHOCTHbLIM
JIMLLOM areHTcTBa No MHGOPMALMOHHOM Be30oMacHoCTH,
CaHKLMOHUPYIOLLMM AOMMKHOCTHLIM NINLOM, AO/IKHOCTHBIM IMLLOM
pYyKOBOACTBA UK BNaAebLeM MHPOPMaLIMOHHOW CUCTEMbI 33
noaAep:KaHWe COOTBETCTBYIOLLEro 3KCMNyaTaLMOHHOIO COCTOAHUA
6e3onacHocT! AN MHOOPMALMOHHOMN CUCTEMBI AW NPOrPaMMbl.

Nioboe obopynoBaHMe NN B3aMMOCBSA3aHHAan cMCTeMa UM NoacuUcTeMa
060pyL,0BaHMA, KOTOPOE UCMO/b3YETCA B aBTOMATU3NPOBAHHOM
NoNyYeHUn, XpaHeHUM, MaHUNYANPOBAHUN, YNIPaBAEeHUU, MepemMelLeHmm,
KOHTpO/IE, MOKa3e, NepekatoyeHn, obmeHe, nepesgade nam npueme
AaHHbIX UM UHPOPMaLIMM UCMNONHUTEIbHBIM areHTcTBOM. [ns uenei
npeaplayLLero npegnoxeHus, obopyaoBaHue ncnonb3yeTcs
NCMONHUTENbHBIM areHTCTBOM, eciv ob6opyaoBaHMe UCMONb3yeTcA
WCMONHUTE/IbHBIM areHTCTBOM HEMNOCPEACTBEHHO MW UCMOb3YeTCA
noapAa4YNKOM B COOTBETCTBUU C KOHTPAKTOM C UCNOJTHUTE/IbHbIM
areHTCTBOM KoTopbli: (i) TpebyeT ncnonb3oBaHua Takoro o60pyaoBaHUs;
unu (ii) TpebyeT ncnob30BaHMA, A0 CYLLECTBEHHOW CTENEHM, TAKOTO
060py/0BaHMA B UCNONHEHWUW CEPBUCA UM OCHALLLEHUW NPOAYKTa.
TepMuUH MHGOPMALIMOHHAA TEXHONOTNA BKIOYAET KOMMbIOTEPDI,
BCNomoraTtesbHoe 06opyAoBaHue, NporpammHoe obecneyeHue,
BCTPOEHHOE MUKponporpammHoe obecnedyeHune, U NoaobHble
npoueaypbl, cepBuChl (BKAKOYAA CyKOY NOAAEPKKN) U CBA3AHHbIE

pecypcbl.
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Information Type
Tun nidopmavmm
[FIPS 199]

Integrity
LlenoctHocTb
[44 U.S.C., Sec. 3542]

Label
MeTKa

Low-Impact System
CucTema HM3KOro Bo3aencTemn
[FIPS 200]

Major Application

FnasHoe npunoxeHune

[OMB Circular A-130, Appendix
]

Major Information System
InaBHasA MHGOPMALMOHHAnA
cuctema

[OMB Circular A-130]

Management Controls
YnpasneHyeckue mepbl
6e30nacHOCTM

[NIST SP 800-18]

Media Access Control Address
AZpec KOHTpOAA AOCTyna ceTu
cBA3N

Minor Application
BTopocTeneHHoe npuioxeHue

Mobile Code
MobunbHbIN Kog,

KoHKpeTHas KaTteropua nHdopmaumm (Hanpmumep, NpMBaTHas,
MeAMLMHCKan, UMyLLeCTBEHHAsA, PUHAHCOBAsA, CNeACTBEHHAS,
YyBCTBUTENbHAA 414 NOAPAAYMKA, ynpaBaeHUs 6e30nacHOCTbIO)
onpeaeneHHan opraHusaumen Uan, B HEKOTOPbIX CyYanX, COrNacHo
KOHKPETHOMY 3aKOHY, MpaBUTeIbCTBEHHOMY PACNOPSAKEHMIO, AUPEKTUBE,
NONUTUKE UAU HOPMATUBHOMY AOKYMEHTY.

3awmTa NPOTUB HEMPABOMEPHON MOANDUKALNMN NN YHUUTOXKEHMA
nHopmMaumnK, BKAKOYatOLLas obecrneyeHne HEOTKA3yeMOCTHU U
AYTEHTUYHOCTUN MHPOPMaLUMK.

Cm. Memka 6e3onacHocmu.

NHpopmauMoHHas cucTeMa, B KOTOPbIN BceM Tpém Lensm 6e3onacHocTm
(To ecTb, KOHOMAEHLMANBHOCTH, LLENOCTHOCTU U AOCTYNHOCTH)
HasHayeHo, B cootBeTcTBMM C FIPS Mybankaumei 199, sHaueHne
noTeHuMana Bo3aeNCTBUS HUSKUNA.

MpunoxeHue, KoTopoe TpebyeT 0coboro BHUMaHUA K 6esonacHocTu
BC/IEZICTBME PUCKA U BEJIMUMHA Bpea, C/IeAytoLLEro U3 NoTepwy,
HenpasWAbHOro ynoTpebaeHusa UAn HeCaHKLMOHMPOBAHHOMO AOCTYNa K
WU MOAMOMKALMM MHPOPMALMK B NPUNOKeHUU. MpumedaHue: Bee
dbenepanbHble NPUNOKEHUA TPEBYIOT HEKOTOPOTO YPOBHS 3aLLUUTHI.
OfHaKo HEKOTOpble NPUOXKEHUA, U3-3a MHPOPMALLMK B HUX, TPEBYIOT
CreumanbHOro Hag3opa PyKOBOACTBA U AO/KHbI BbiTb PAaCCMOTPEHbI Kak
rnasHble. AgekBaTHaa 6e30nacHOCTb 41A APYIUX NPUNOKEHUIN A0MKHa
6bITb 0becnevyeHa 6€30MacHOCTbIO CUCTEM, B KOTOPbIX OHM paboTatoT.

NHbopmaumMoHHan cuctema, Kotopasa TpebyeT cneuyanbHOro BHUMaHMA
PYKOBOACTBA M3-3a €€ Ba*KHOCTW ANA NpeAHa3HAYeHNA areHTCTBa;
BbICOKMX 3aTpaT Ha eé pa3paboTKy, SKCNyaTaumio AN NOAAEPKKY; UK
€@ CyLecTBeHHOM Poan B aAMUHUCTPUPOBAHUU NPOrpamm, GUHAHCOB,
COBCTBEHHOCTM UK APYTUX PECYPCOB areHTCTBa.

Mepbl 6e30nacHOCTH (T.e. Mepbl 3aLLUTbI UM KOHTPMEPbI) ANs
MHPOPMaLIMOHHOMN CUCTEMbI, KOTOPblE GOKYCUPYIOTCA Ha YNpaBAeHUM
PUCKOM U1 ynpaBaeHn 6e30nacHoOCTbio MHGOPMALMOHHOM CUCTEMBI.

AnnapaTtHbIli aapec KOTOPbIA 0A4HO3HAYHO UAEHTUDULMPYET KaxKabIi
KOMMNOHEHT ceTu Ha ocHoBe |IEEE 802. Ha ceTax, KoTopble He
cootBeTcTBYtOT CTaHAapTy |IEEE 802, HO COOTBETCTBYIOT 3Ta/IOHHOM
mozenu OSI, y3noBoit agpec Bbi3biBalOT agpecom KoHTpona KaHana
nepeaaum aaHHbix (DLC).

MpunoKeHue, gpyroe Yem rnaBHoE NPUNONKEHME, KoTopoe TpebyeT
BHMMaHuUA K 6e30nacHOCTM BCNeACTBME PUCK M BEAUUYMHA Bpeaa,
CneayoLLEero U3 NoTepu, HeMpPaBuAbLHOrO ynoTpebaeHua uam
HEeCaHKLMOHWPOBAHHOMO AOCTyNa K Uan moandukaumm nHdopmaumm B
NpUNoKeHUU. BropocTeneHHble MPUIOKEHUSA, KaK NPaBU/Io, BKIKOYAKOTCA
KaK 4acTb cMCTEMbI 06LLLEe NoAaePIKKN.

Mporpammbl AN YACcTU NPOrPAMM, MOSYHEHHbIX U3 YAANEHHbIX
MHPOPMALLMOHHbIX CUCTEM, NMEepeaatoLLNeca Yepes CETb, U BbINONHAEMblE
Ha NOKanbHOM MHGOPMALMOHHOM cnucTeme 6e3 ABHOM YCTaHOBKM UK
BbIMNOJ/IHEHWUA NOAyYaTENEM.
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Mobile Code Technologies
TexHonormm mobuabHoro Koaa

Moderate-Impact System
Cucrema ymepeHHoro
BO34eNcTBMA

National Security Emergency
Preparedness
Telecommunications Services
TenekoMmyHUKaLMOHHbIe
CepBUCbI NOAFOTOBAEHHOCTU K
ypesBblYaliHbIM CUTYyaLUAM
HauMOHaNbHOM 6e3onacHoCTH

National Security Information
NHbopMauma HauMOHANbHOM
6e3onacHOCTH

National Security System
Cuctema HauMoHaNbHOM
6e3onacHOCTH

[44 U.S.C., Sec. 3542]

Non-repudiation
HeoTkasyemocTb
[CNSS Inst. 4009]

Operational Controls
JKCnAyaTaLUMOHHbIE Mepbl
6e3onacHoOCTH

[NIST SP 800-18]

Pa3paboTku nporpammHoro obecrneyeHus, KOTopble NPeAoCTaBAAIOT
MeXaHW13Mbl 418 Pa3paboTKM 1 MCNONb30BaHUA MOBMABHOIO Koaa
(Hanpumep, Java, JavaScript, ActiveX, VBScript).

MHbopMaUMOHHan cucTema, B KOTOPOM, MO KpaHen mepe, O4HOM LLenu
6e3onacHocTU (To ecTb, KOHPUAEHUNANBHOCTH, LLEJIOCTHOCTU UK
[OCTYNHOCTM) HasHayveHo B cooTBeTcTBMM ¢ FIPS Mybnukauneit 199
3HaYyeHMe NoTeHuMana BO34eNCTBUSA YMEPEHHbIN U HET Len
6€30MacHOCTM, KOTOPOW Ha3HayeHo B cooTBeTCTBUM ¢ FIPS MybaunKaumei
199 3HayeHMe NoTeHUMaNna BO34ENCTBUA BbICOKUIA.

TenekoMMyHMKaLMOHHbIE CEPBUCHI, KOTOPbIE UCMOb3YOTCS, YTOObI
nogaep*kMBaTb COCTOSIHME TOTOBHOCTM WM OTBEYATb HA U YNPaBaATb
No6bIM COBbITUEM NN KPUINCOM (/TOKaNIbHbIM, HALMOHA/TbHBIM NN
MeXAyHapoAHbIM), KOTOPbIM BbI3bIBAET UM MOXKET BbI3BaTb
noBpexKaeHue unam ywepb HaceneHuto, yuepob nam notepto
COBCTBEHHOCTM UAN YXYALWNUTb UAU YTPOXKaTb HALMOHANbHOM
6esonacHoCcTU UaM noarotosaeHHocTM CoeanHeHHbIX LLTaToB K
ypesBblYaliHbIM CUTYyaLUAM.

NHpopmauma, KoTopas bbina onpeneneHa B COOTBETCTBUM C
MpaBuTenbcTBeHHbIM pacnopaxKeHmem 12958 n yTouyHeHo
MpaBUTENbCTBEHHDBIM pacnopsxeHnem 13292, nam niobbim
npeaLwecTByHOLUM NOPAAKOM, UM 3aKOHOM 06 ATOMHOM 3Heprum 1954,
C YTOYHEHMAMM, KaK TpebytoLan 3amTbl NPOTUB
HECAHKLMOHUPOBAHHOIO PACKPbITUA U MAPKMPOBaHa, YTOObl YKa3aTb Ha
eé KnaccnduumpoBaHHbI cTaTyc.

Noban MHPopMaLMOHHaA cucTema (BKAOYas N0byLo
TENEKOMMYHUKALMOHHYIO CUCTEMY) MCNONb3yeMan AN ynpaBasemas
areHTCTBOM WY NOAPAAYMKOM areHTCTBa, UK APYyroi opraHusaumen ot
MMEeHW areHTcTBa - (i) pyHKUMA, AeATeNbHOCTb UM UCNOb30BaHME
KOTOPO BKAIOYAET pa3BeblBaTe/IbHYI0 AeATE/IbHOCTb; BKAOYaeT
KpUNTONornyeckue paboTbl, CBA3aHHbIE C HALLMOHA/IbHOM
6e30MacHOCTbIO; BKNHOYAET PYKOBOACTBO M YNpaB/ieHne BOOPYKEHHbIMM
cunamu; BKAoYaeT obopyaoBaHUe, KOTOPOE ABAAETCA HEOTbeMIEMOM
YaCTbIO OPYXUA UNU CUCTEMbI OPYKUSA; UM ABAAIOTCA KPUTUYECKUMM NO
OTHOLLIEHUIO K NPAMOMY BbIMOHEHMIO BOEHHbIX 33434 MK 33434
pa3BeaKu (MCKAoYaA CUCTEMY, KOTOPas AO/IKHA UCMO/b30BaTbCA A
CTaHAAPTHbIX aAMUHUCTPATUBHbIX 1 BU3HEC-NPUNOXKEHMIA, Hanpumep,
naatexkei, UHAHCOB, JIOTUCTUKU U NMPUSIOKEHUI yNPaBAeHUA
nepcoHanom); unu, (ii) nocToaHHO 3almLLeHa NpoLueaypamm,
YCTaHOBAEHHbIMU ANs NHPOPMaLMK, KoTopas Bblna cneunanbHo
onpeaeneHa KPUTEPUAMM, YCTaHOBIEHHbIMM MpPaBUTENbCTBEHHBIM
pacrnopsaxKeHNnem Uan 3aKoOHOM KoHrpecca, 6biTb KnaccuduumposaHHoM B
MHTEepecax HaLMOHaNbHOW 060POHbI MKW BHELIHEN MOAUTUKN.

[oBepue, 4to oTnpaBuTeNb MHGOPMaLMM NpeaoCTaBAAeT goKa3aTe lb-
CTBO MOCTaBKM W NoMlyyaTeNb NPeaoCcTaBseT A0Ka3aTe1bCTBO
NAEHTUOUKALMOHHBIX AaHHbIX OTNPaBUTENS, TAaKUM 06Ppa3om, HU OAMH He
MOXET No3¥e oTpMLaTh 06paboTKy MHPOPMaLUN.

Mepbl 6e30MacHOCTU (TO eCTb, Mepbl 3aLLUTbl UM KOHTPMEpPbI) ANA
MHPOPMaLIMOHHOWN CUCTEMbI, KOTOPbIE PeaIn3yoTCA N BbIMOHAOTCSA,
npexae Bcero, loabMu (B NPOTUBOMOIOKHOCTb CUCTEMAM).
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Plan of Action and
Milestones

MnaH aencTemMin 1 Bexu
[Memopanaym OMB 02-01]

Potential Impact
MoTeHuMan Bo3aencTeuns
[FIPS 199]

Privacy Impact Assessment
OugeHKa Bo3aencTBMA Ha
NPMBaATHOCTb
[MemopaHaym OMB 03-22]

Protective Distribution System
CucTema 3alMLLEHHOro
pacnpocTpaHeHus

Records
3anucu

Remote Access
YpaneHHbln goctyn

Remote Maintenance
YpaneHHas noagepka
Risk

Puck

[FIPS 200, yToYHEHHbIN]

[ OKYMEHT, KOTopbI MAEHTUOMLMPYET 3a4a4m, KOTOPbIE AO/XKHbI BbITh

BbINo/iHeHbl. OH AeTann3npyeT pecypcbl, Tpebyemble ANA BbINOAHEHUS

31eMeHTOB NaHa, Ntobble BeXM, CBA3aHHbIE C 334a4aMn U HAMeYeHHble
AaTbl 3aBeplUeHMA ANA BeX.

MNoTepsa KOHONAEHUMANBHOCTH, LENOCTHOCTM AN AOCTYMHOCTHU, KaK
OXMAAETCA, MOXKET UMeTb: (i) oepaHuUYeHHoe oTpuLaTenbHoe
Bo3saenicteue (FIPS Nybankauma 199 Huskoe); (ii) cepbesHoe
oTpuuatenbHoe sosgenctaume (FIPS Nybamkauma 199 ymepeHHoe); nnm
(iii) maxcenoe nnn kKamacmpoguyeckoe oTpuLATENBHOE BO3AENCTBUE
(FIPS Ny6ankauma 199 Bbicokoe) Ha AeATENbHOCTb OPraHM3aLUum, akTUBbI
OopraHusaumm uam naein.

AHanu3 Toro, Kak MHpopmauma obpabaTtbisaeTcs: (i), 4TO6bI
rapaHTMpoBaTb 06paboTKy, COOTBETCTBYIOLLYIO MPUMEHUMbBIM
3aKoHOZaTe/IbHbIM, HOPMATUBHbIM TpeboBaHUAM U TpeboBaHMAM
NOJIMTUK OTHOCUTENIbHO NPUBATHOCTY; (ii), YTOBLI ONpeaennUTb PUCKK 1
pe3ynbTaTbl cbopa, NoAAepKaHUA U pPacnpoCcTPaHeHUs NHPopmaL MK B
cooTBeTCTBYHOLWEN GOpMeE B 3/1EKTPOHHON MHPOPMALIMOHHON cUCTEME; U
(iii), uTOBbI MCCNELOBATL M OLLEHUTL COOTBETCTBUE 3aLLUUTHLI U
aNbTepPHATUBHbIX NPOLECCOB 06PabOoTKN MHPOPMaALMK ANA CMATYEHMA
NOTEHUMAbHbBIX PUCKOB NPUBATHOCTMY.

MpoBoaHaA UM ONTOBOJIOKOHHAA CUCTEMA, KOTOPAA BKAOYaEeT
afleKBaTHble Mepbl 3aLLMTbl U/MAN KOHTPMEpPbI (Hanpumep, aKycTU4eckue,
3/1eKTPUYECKUE, SINEKTPOMArHUTHbIE U GU3MUYECKME), YTODbI Pa3peLInTb
eé Ucnosb3oBaHMe A nepesaym HesawndpoBaHHON MHOPMaLUK.

3anucu (aBToMaTU3MpPOBaHHbIE U/UAKN PyYHble) CBUAETENLCTB
BbiNnosIHAEMbIX AEUCTBUIA UM AOCTUTHYTbIX Pe3ynbTaToB (Hanpumep,
$bopMbl, OTYETHI, Pe3y/ibTaTbl UCMbITaHUI), KOTOPbIE CNY}KaT OCHOBaHMEM
0151 TOro, YTOObl NPOBEPUTb, YTO OpPraHM3aLUnsa U MHGOPMaLIMOHHAA
CUCTEMA UCMOJIb3YIOTCA KaK NpeaHa3HavyeHo. TaKkKe UCNob3yroTcs,
4yTO6bI 0BPATUTLCA K 31EMEHTAM CBA3AHHbIX NOJIEN AaHHbIX (TO ecTb,
rpPynmnbl NOAEN AaHHbIX, K KOTOPbIM MOMKET NOAYYUTb A4OCTYN Nporpamma
W KOTOpble cogep»KaT NoHbIM Habop MHGOPMaLUN OTHOCUTENBHO
onpeaeneHHbIX 3/1EMEHTOB).

JocTyn nonb3oBaTensimm (MM MHGOPMALMOHHBIMKU CUCTEMAMM)
B3aMMOAENCTBYIOLLMMM U3BHE K NepumeTpy besonacHocTH
WHOOPMALMOHHOM CUCTEMDBI.

[eicTBumA noaaepsKku, NpoBoAnmMble Nt0AbMM, B3aUMOAENCTBYHOLLMMM
M3BHe K nepumeTtpy 6e30nacHOCTU MHHOPMALMOHHOMN CUCTEMBI.

YpoBeHb BO34eACTBUA Ha AeATE/IbHOCTb areHTCTBa (BKatoYan
npeAHasHadeHune, GyHKUUKN, UMUOXK, UKW penyTaLmio), akTUBbI areHTCTBa,
WU ntogen, cneayowmin ns gyHKLMOHUPOBAHUA MHGOPMaLMOHHOM
CUCTEeMbI, 06YC/IOB/IEHHbI NOTEHLMANbHBIM BO34EeNCTBUEM YrPO3bl U
BEPOATHOCTbIO NOSIB/IEHWNS 3TOWN YrPO3bl.
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Risk Assessment
OueHKa pucka
[NIST SP 800-30]

Risk Management
YnpaBneHue puckamu
[NIST SP 800-30]

Safeguards
Mepbl 3aWmnTbI
[CNSS Inst. 4009, YTouHEHHasA]

Sanitization
OuuncTKa
[CNSS Inst. 4009, YTouHEHHaA]

Scoping Guidance
PykoBopactBo no yuéty
06BbEKTOBbIX 0OCOBEHHOCTEN

Security Category
KaTteropus 6e3onacHocTH
[FIPS 199]

Security Controls
Mepbl 6e30nacHOCTH
[FIPS 199]

Security Control Baseline
Ba3oBbI Habop mep
6e3onacHOCTH

Security Control Enhancement
YaydieHne mep 6e30nacHOCTU

Mpouecc naeHTMGUKALUM PUCKOB K AeATENbHOCTU OpraHmn3aLmm
(Bkntouasn npesHasHaveHe, GYHKLUN, UMUOXK UAW PEnyTaLLMIo), aKTMBaAM
OpraH13aLmm uan NIAam, NyTém onpeaeneHns BEPOATHOCTU Cayyas,
pe3yNbTUPYIOLLErO BO3AENCTBMA U AOMONHUTENbHBIX Mep 6e30nacHoCTH,
KOTOpble cmArYmMnm 6bl 3To Bo3aencTBMe. YacTb ynNpaBaeHUA PUCKOM,
CMHOHMM C aHa/IM30M PUCKa, U BKIOYAET aHa/IN3 YyA3BUMOCTEN U yrpos.

Mpouecc ynpaBaeHNa pUCKamm K AeATeNbHOCTM areHTCcTea (BKoYan
npegHasHadeHme, GyHKUUM, UMUOK UK PenyTaLmio), akTMBaM areHTCTBa
WUAU N0AAM, cnegyrowme s GyHKLUMOHMPOBaHNA MHDOPMALMOHHOM
cuctembl. OH BK/IKOYAET OLLEHKY CTEMEHW PUCKA; aHANN3 CTOUMMOCTU U
3bdEKTUBHOCTH; BbIBOP, peanm3aLmio 1 oLeHKy mep 6e3onacHocTu; 1
dopmanbHOe CaHKLMOHMPOBAHME 3KCNyaTaunm cuctemsl. MNpouecc
paccmaTpusaeT 3bbEKTUBHOCTb, AENCTBEHHOCTb U OrpaHUYeHus,
06YyCNOBAEHHbIE 3aKOHaMU, AMPEKTUBAMU, MOAUTUKAMU UM
HOPMaTUBHbIMM aKTaMW.

3alWmTHbIE Mepbl, NpeanuncaHHbie ANs BbiNoNHeHUA TpeboBaHmMit 6e30-
nacHocTU (To ecTb, KOHPUAEHUMANBHOCTH, LLENOCTHOCTM U AOCTYMHOCTH),
onpeaeneHHbIX 418 MUHGOPMaLMOHHOM cucTeMbl. Mepbl 3aLLUMTbI MOTYT
BKAIOYaTb CPeACTBa 3allMThl, OrpaHNYeHuns ynpasneHmsa, 6esonacHocTb
nepcoHana u 6e3onacHoOCTb GU3NYECKUX CTPYKTYP, 0b6nacTelt U yCTPOMCTB.
CMHOHMM C Mepamu 6e30MacHOCTU U KOHTPMepPaMMm.

Mpouecc yaaneHmna nHpopmaLmm n3 Hocutens HPoOPMaLLUM TaKUM
06pasom, 4To BoccTaHOBAEHME MHOOPMALLMKM CTAHOBUTCA He
BO3MOXHbIM. OH BK/OYAET yaa/ieHne BCeX METOK, MAapKMPOBOK U
YKYPHaANoB onepawmi.

MpepocTaBaseT opraHM3aLmMAM KOHKPETHbIe PaCCMOTPEHMA, CBA3AHHbIE C
TEXHONOTUEN, CBA3AHHbIE C MHDPACTPYKTYPOM, CBA3AHHbIE C OTKPbITbIM
[OCTYNOM, CBSA3aHHbIE C PaClUMPAEMOCTbLO, CBA3AHHbIE C YNpaBAeHUEM
obLuelt 6e30MacHOCTbIO U CBA3AHHbIE C PUCKOM, MO NPUMEHUMOCTU U
peanusaunm oTaeNbHbIX Mep 6e3onacHOCTM B 6a30BbiXx Habopax mep
6€e30nacHOCTH.

XapaKkTepuctuka nHoopmaumm unm MHGOPMaLMOHHOM CUCTEMDI,
OCHOBaHHas Ha OLLeHKe NOTEeHLMaIbHOro BO34ENCTBUA, KOTOPOE MMENIoCh
6bl Ha AeATENbHOCTb OPraHM3aLLMmM, aKTUBbI OPraHM3aLUn UK loaen ot
notepu KOHGUAEHUMANBHOCTH, LLeJIOCTHOCTU UAU AOCTYNMHOCTM TaKoM
nHopMaLUM NN MHPOPMALMOHHON CUCTEMBI.

YnpaBaeHyeckme, sKCMayaTaLMOHHbIE U TEXHUYECKME Mepbl (TO ecTb,
Mepbl 3aLNUTbI UM KOHTPMEPbI), MpeanucaHHble A MHOPMaLMOHHOM
cUCTEMbI, YTOBbI 3aLWUTUTL KOHOUAEHLLMANBHOCTD, LLeNNOCTHOCTb U
[OCTYNHOCTb CUCTEMbI U ee UHOopMaLIUK.

Habop MUHUManbHbIX Mep 6e30nacHOCTM, onpeaeneHHbIN ana
MHPOPMALMOHHOMN CUCTEMbI HU3KOTO BO34EeMCTBUA, YMEPEHHOT0
BO3/EMCTBMA UM BbICOKOrO BO3AENCTBUA.

Ycunenune mep 6e30nacHOCTM ¢ Lenbto: (i) cosgaHna A4oNoNAHUTENbHOMN,
HO cBA3aHHOM, GYHKLUMOHaNbHOCTM Mmep 6e3onacHocTu; u/unwm (ii)
yBeAndYeHme cTonkoct mep 6esonacHoCTy.
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Security Impact Analysis
AHanuns Bo3aencTBmA Ha
6e30nacHOCTb

[NIST SP 800-37]

Security Label
MeTka 6e3onacHoCcTH

Security Objective
Llenb 6e3onacHocTH

Security Perimeter
MNepumeTp besonacHocTH

Security Plan
MnaH 6esonacHocTn

Security Requirements
TpeboBaHuMA 6e3onacHOCTM

Senior Agency Information
Security Officer

BbicLiee fOMKHOCTHOE ANLO
areHTCTBa No MHPOPMaLMOHHOM
6e3onacHocTy, [44 U.S.C., Sec.
3544]

Spyware
LLnnoHAwee nporpammHoe
obecneyeHue

Subsystem
Moacucrema

System
Cucrema

System-Specific Security Control
Mepa 6e3onacHocTy,
cneunduyHan ans cuctemol
[NIST SP 800-37]

System Security Plan
MnaH 6e30nacHOCTM CUCTEMDI
[NIST SP 800-18]

AHanus, NPOBOAMMbBIN LOKHOCTHLIM JIULLOM areHTCTBa, YacTo BO BPEMS
HenpepbiBHOW $a3bl MOHUTOPUHIA NpoLecca cepTudmKaumm m
aKKpeauTaumm 6e3onacHoOCcTH, YTobbl oNpeaennTb CTEMNEHb, 40 KOTOPOW
N3MeHeHMA K UHPOPMALLMOHHOM CUCTEME BAMAAN HA NOJIOKEHUe
6€30MacHOCTM CUCTEMBI.

fIBHaA UM HeABHAA MAPKMPOBKaA CTPYKTYPbl A@HHbIX MU BbIXOLHOIO
HocuTensa MHPopMaLUUKM, CBA3AHHbIX C MHPOPMALMOHHOM CUCTEMOWN,
NnpeAcTaBAAOLWANA COAEPMKALLYIOCA B HEW KaTeroputo 6esonacHocT! nNo
FIPS 199, naun orpaHn4yeHna Ha pacnpocTpaHeHue unu npeaynpexaeHmn
no o6paboTke MHPopmauuu.

KoHdunaeHuManbHOCTb, LENOCTHOCTb UM AOCTYMNHOCTb.
Cm. MpaHuya ammecmayuu
Cm. MnaH 6e3onacHocmu cucmemei.

TpeboBaHus, HakNaZblBaeMble Ha MHOPMALLMOHHYIO CUCTEMY, KOTOpPble
MoJly4eHbl U3 3aKOHOB, NPABUTE/IbCTBEHHbIX PACMOPAKEHUN, AUPEKTUB,
NONUTUK, MHCTPYKLMIA, HOPMATUBHbIX OKYMEHTOB MM noTpebHocTein
opraHusaumu (npegHasHayeHus) YTobbl rapaHTUPOBaTb
KOHPUAEHUMANBHOCTb, Le/IOCTHOCTb M AOCTYNHOCTb 0bpabaTbiBaeMon,
XPaHMMOM UK nepegaHHbli MHGOPMaUUK.

[onxHOCTHOE NIML0, OTBETCTBEHHOE 3a BbINONHEHWe 06A3aHHOCTEN
JOunpektopa no nHpopmaLmm B oTHowweHne FISMA 1 cnyKaliee 0OCHOBHOM
€BA3bt0 [lMpeKkTopa No MHGOPMaLUK C CAHKLMOHUPYIOLLMMHN
AOJIKHOCTHBIMM JIMLL@MM areHTCTBa, BAaLebLlamn MHGOpMaLMOHHON
CUCTEMbI U COTPYAHUKaMK 6e30nacHOCTU UHOOPMALLMOHHOM CUCTEMBI.

MporpammHoe obecrneyeHne, KOTOpOe TalHO UAU CKPbITHO YCTaHOBAEHO
B MHOOPMALMOHHYIO CUCTEMY, YTOBbI cObMpaTb MHPOPMaLMIO O Nt04AX
WUAW opraHmsaumax 6es nx segoma.

OcHoBHOe noapasaeneHne UamM KOMMNOHeHT MHPOPMaLMOHHOM CUCTEMDI,
cocrosLlee U3 MHGopmaunmn, MHPOPMaLMOHHBIX TEXHONOTUIA U
nepcoHana, KOTOPOE BbIMOAHAET OAHY UK 6oN1ee KOHKPETHble GYHKLUN.

CM. MHgpopmayuoHHas cucmema.

Mepa 6e3onacHOCTN Ana MHGOPMALMOHHOM CUCTEMbI, KOTOPasA He
onpegenanach Kak ob6uan mepa 6e3onacHoCTy.

dopmanbHbIi LOKYMEHT, KOTOPbIM NpeacTaBAAeT onMcaHne TpeboBaHuUi
6e3onacHocT Ana MHOOPMALMOHHOM CUCTEMBI U OMMCbIBaET
peannsoBaHHble UM NAaHUPYyeMble mepbl besonacHocTu ann
YA0BNETBOPEHUA 3TUM TPpebOoBaHUAM.
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Technical Controls
TexHnueckmne mepol
6e3onacHOCTH
[NIST SP 800-18]

Threat
Yrposa
[CNSSI 4009, yTo4HEHHbIN]

Threat Agent/Source
AreHT/MCTOYHUK Yrpo3bl
[NIST SP 800-30]

Threat Assessment
OueHKa yrposbl
[CNSSI 4009]

Threat Source
NCTOYHMK yrpo3bl
[FIPS 200]

Trusted Path
[loBepeHHbIl NyTb

User
[Monb3oBaTtenb
[CNSSI 4009, yTo4HEHHbIN]

Vulnerability
YA3BUMOCTb
[CNSS Inst. 4009, YTouHEHHaA]

Vulnerability Assessment
OugeHKa ysa3BumocTen
[CNSSI 4009]

Mepbl 6e3onacHoOCTH (TO ecTb, Mepbl 3aWUTbl MU KOHTPMEPDI) ANA
MHOOPMALMOHHOM CUCTEMBI, KOTOPbIE NMpeXKae BCEro peasin3oBaHbl 1
BbINONHEHbI UHGOPMALMOHHOM CUCTEMOM YepPes MexaHM3Mbl,
coAepraBluMecs B annapaTHbIX CPeacTBax, MporpaMmmHom obecnevyeHuu,
WUNN KOMMOHEHTAX BCTPOEHHOrO MUKPOMPOrpaMmMHOro obecneyeHus
CUCTEMBI.

Nioboe 0bcToATENLCTBO MK COBBLITUE C NOTEHLMANOM K
HebnaronpuATHOMY BO3AEMCTBUIO Ha AeATebHOCTb OpraHM3aLmm
(BkAtouan npegHasHaveHue, GYHKUUU, UMUOK UK PenyTaumio), akTUBbI
opraHu3aumm uan noaen Yyepes MHGOPMaLMOHHYIO cUcTemMy
nocpeACcTBOM HECAaHKLMOHUPOBAHHOIO A0CTYNa, pa3pyLueHus,
packpbITua, moanduKaumm nHGopmaumMm n/mam otTkasa cepsuca.

Joboe: (i) HamepeHMe 1 meToa NpeaHa3HaYeHHble AN HaMepeHHOM
3KCNAyaTaumMm yassBuMmMocTu; uam (ii) cutyaums u metod, KoTopble MoryT
CNYy4aliHO MHUUMMPOBATb YASBUMOCTb.

dopmanbHOe onucaHue 1 oLeHKa yrpo3bl MHGOPMaLMOHHOM cucTeme.

HamepeHue n meTtoa, Mmetowme Lenbio HAMepeHHOe UCMONb30BaHNE
YA3BUMOCTU UK CUTYALUK, U METOL, KOTOPbIA MOTYT C/ly4altHO
WHULMNPOBATb YyA3BUMOCTb. CUHOHUM C areHTOM yrpos3bl.

MexaH13M, NoCpeacTBOM KOTOPOro No/ib30BaTe b (Yepes yCTPOUCTBO
BBO/Aa AaHHbIX) MOXET CBA3aTbCA HEMOCPeACTBEHHO C GpYHKLMUAMM
6€30MacHOCTM MHGOPMALMOHHOM CUCTEMBI C HEOHXOAMMO
[0BEPUTENbHOCTbIO, YTOBbI NoAAep»KaTb NOAUTUKY Be3onacHoCTU
CUCTEMbI. ITOT MEXaHM3M MOKET BbITb aKTUBMPOBAH TONbKO
nosb3oBatesem uamn GpyHKkumammn 6e3onacHoCTM MHPOPMaLIMOHHOM
CUCTEMbI M HE MOXKET BbITb UMUTUPOBaH He40BEPEeHHbIM MPOrPamMmMHbIM
obecneyeHnem.

YenoseK, nn (CUCTEeMHbIN) NpoLLece, YNOJIHOMOYEHHbI Ha AOCTYnN K
MHOOPMALLMOHHOM cUcTeMe.

CnabocTtb B MHOOPMALMOHHOM cUCTeMe, NpoLeaypax 6e3onacHocTH
CUCTEMbI, BHYTPEHHMX Mepax 6€30MacHOCTM AW peanmsauum, KoTopas
MOXKeT ObITb MCMO/Ib30BaHA UAN MHULMMPOBAHA UCTOYHWKOM Yrpo3bl.

dopmanbHoe onucaHMe 1 oLeHKa ya3sBUMOoCTel B MHPOPMaLMOHHOM
cucTeme.
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MpunoxkeHue C: Ccbinkn

My6ankauma 199 ctaHzapToB 06paboTkM dpegepanbHoit MHPopMaumMm HauMoHaNbHOTO MHCTUTYTA
CTaHOAPTOB U TeXHONOrMN, CmaHdapmel 015 KameaopuposaHus besornacHocmu gedepasbHoli
UHopMayuu u UHGhOpMayUOHHbIX cucmem, Aekabpb 2003.

My6nnkauma 200 ctaHaapToB 06paboTKkN PpeaepanbHo MHPopmaunn, Mepsl bezonacHocmu 015
hedepanbHbIX UHPOPMAYUOHHbIX cucmem, (NnaHnpyeTca K nybauKkauum B despane 2006).

3aKoH 06 ynpaBneHuu 6esonacHocTbio degepanbHoi nHeopmaumm (P.L. 107-347, 3aronosok lll),
AeKabpb 2002.

HaumMoHanbHbIM MHCTUTYT CTaHAAPTOB M TexHonormnin CneunansvHan Mybamkayma 800-26, Pykosodcmeo
o camooyeHke bezonacHocmu 014 cucmem UHGOPMAYUOHHbIX mexHos02ull, Hosbpb 2001.

HaumoHanbHbIN MHCTUTYT CTaHAAPTOB M TexHosiornin CneumansHas MNybankaums 800-30, Pykosodcmeo
110 ynpasnaeHuo puckamu 078 cucmem UH@POPMaAUUOHHbIX mexHonoauli, nionb 2002.

HaumoHanbHbIN MHCTUTYT CTaHAAPTOB M TexHosiornin CneumansHas MNybankaums 800-37, Pykosodcmeo
10 aMmmecmayuoHHbIM UCTTbIMAHUAM U ammecmayuu gpedepasnbHbiX UHPOPMAYUOHHbIX CUCMEM,
mamn 2004.

HaumMoHanbHbIM MHCTUTYT CTaHAAPTOB M TexHonormnin CneunansbHan Mybamkayma 800-47, Pykosodcmeo
no obecnevyeHuro 6ezonacHocmu 01 CoeduHeHus Cucmem UHGOPpMaAUUOHHOU mexHos102uu, aBryct
2002.

HaunoHanbHbIN MHCTUTYT CTaHAAPTOB U TexHosiornin CneumansHas MNybankaums 800-53,
PerkomeHdyemble mepbl 6ezonacHocmu 015 pedepasnbHbIX UHGHOPMAUUOHHbIX cucmem, deBpasb
2005.

HaLmMoHanbHbIA MHCTUTYT CTaHZAPTOB M TexHonormnin CneunanoHan Mybamkauma 800-59, Pykosodcmeo
10 udeHMuUUKayUU UHGHOPMAUUOHHbIX CUCMEM KaK cucmem HayuoHasabHol 6esonacHocmu, aBryct
2003.

HaumMoHanbHbIA MHCTUTYT CTaHAAPTOB U TexHonormnin CneunansHan Mybamkauma 800-60, Pykosodcmeo
10 0MobpaxceHuU0 Murnos UHPOPMAyUU U UHGPOPMAYUOHHbLIX CUCMeM K Kamez2opusam be3onacHocmu,
nioHb 2004.

HaLmoHanbHbIM MHCTUTYT CTaHZAPTOB M TexHonormnin CneunanovHan Mybavkauma 800-64, Bepcua 1,
PaccmompeHus 6e30nacHocmu 8 #U3HeHHOM YuUKse paspabomiu UHEBOPMAUYUOHHOU cucmemsl,
MoHb 2004.

HaunoHanbHbIN MHCTUTYT CTaHAAPTOB M TexHonorni CneuunanbHana Mybankauma 800-65,
NHmezpuposaHue 6esonacHocmu UT-cucmem 8 NPoyecc ynpasseHUss 0CHOBHbIM MAAHUPOBAHUEM U
uHsecmuyuamu, aHeapb 2005.

HaumMoHanbHbIA MHCTUTYT CTaHAAPTOB U TexHonormnin CneunansHan Mybavkauua 800-70, Mpoepamma
KOHMPOsbHbIX CNUCKO8 KOHGu2ypayuu besonacHocmu 014 npodykmos UT - Pykosodcmeo 05
none3osamesneli U pa3pabomyuKo8 KOHMPOsbHbLIX CrUcKos, Mait 2005.

MuHucTepcTBO ynpasneHua u 6oaxeta, Lnpkynsp A-130, Mpunoxkerue lll, Nepexoasawmit
memopaHaym #4, YnpaeneHue pecypcamu pedepansHol uHgopmayuu, Hoabpb 2000.
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